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e¥re A A TR TR A E103-WIT AT %7
=T 3
F—F Ihaewik
st
1.1 &9

E103-W11 J& — K Zh#E 15 F BLES.1 il Wi-Fi 802.11b/ g/ n/ ax [k, ##
B R R T SERE I Wi-Fi R0 25 I 75 B AR AN R B 6, TT DASCRR AP
FSTA WA iz, IR SCFF BLEARTHAFERE 4 %8 18T B f i T 31 240
MHz ] MCU LR N B [f) 512KB RAM, A DUEFE S F S0 i =i 8.

1.2 FF R II8E

WHEAT 154

SCRFE A

F54 IEEE 802.11b/g/n/ax ;

¥ BLES.1;

Y HF STA/ AP;

54 RoHS. FCC. CE \iFprifE;

Y FF TCP/UDP/SSL 445

SCRF MQTT

. ¥ OTA F+4%

10. CHF STA #F WPA3 s 5 ok 42

© PN AW N
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E103-W11 AT#84F

,,,,,,

FEAT #E‘%\EFH F

¥

1. 45 BRI

L1 BRAERE
AT 4 ZFRHRIEAR,  HAE &k X LA L

1.1.1 T8 %

vk AT+<command>

. AT+RST, HEE#w4.

A AT HRIAT ar S A S HERAE. E B a4 an R AAT ),
[[]“OK”, #0327l ERROR. EEJHARHR,

L12 #7644

BV AT+<command>?
~l: AT+CWDHCPS?
k. BHGSHREE YW SHNE. w6 H a4 F R EL DHCPS 1Y

FCE A

1.1.3 #4784

Bk AT+<command>=<parl>,<par2>,...
fl: ATHCWDHCPS=1,120,"192.168.10.100","192.168.10.120","s.y"
iR ZEmLHTRESHIE. w~Flh a4 HTEE DHCPS.

1.2 FLASH 1£ %5

#53 AT ¥ B w4 (1) N 25 7T LI #2215 (R 17 2] Flash F1, 123K A fR A7 2
Flash W # J5 k3. fEIXEedr &, 2 & {RAF Flash @it & 5 — 2 <FLASH>
K r), HEUER:

1."s.n": ALRAF Flasho
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2."s.y" x4 Flash, fEREAN SCRFIGE SR 2 1 PR A7 Flash ()% B oy & HH &R A AR A

AN
2.WSNEA

ECR6600 $2 it T — R % ) iy & H T HZ i 1E. OTA T;M’E Wi-Fi fit & .
TCP/IP it & . BLEFCE . MQTT it & %5 . HAKZ a4 mlilid AT+CMD £
E, Vs R 2.1.4 WFR.

2.1 BEtigd
2.1.1 3K AT 35S BEN(AT)

AT S AT
BIN: AT
AT~
A < /N iﬁ"‘:{j : OK

2.1.2 ERER(AT+RST)

HIN: AT+RST
AT A2~

Bit: OK
N ZEH  WIATELSZ)E, RASEHE,
ERHI

2.1.3 B AE 2(AT+GMR)

f*é AT+GMR

fiN: AT+GMR
ifl H:
PAT L 1l AT version:0.1
SDK version:ECR6600F V0.0.1B01
Bin version:1.0.0
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eavTe R ERAZ TR L TR A IR 2

E103-W11 ATHE4Ft

WM SEBE RS S

TE R

2.1.4 FIHER A AT €34 (AT+CMD)

4 : AT+CMD

PATI S AT+CMD

#IN: AT+CMD
H .

Basic Command:

AT A 27wl AT
AT+RST
AT+GMR
AT+CMD

AR 24 FTRAS SCHF I AT it il

MM SR | HETSCRF AT $52 5113

TE R

2.1.5 kB ] % E (AT+RESTORE)

#14: AT+RESTORE

AT A AT+RESTORE
4 \: AT+RESTORE
W omp N AT
Bidi: OK
% ; ) g SHG R, K R
U S tﬂrﬁﬁiﬁ T%ﬁ%ﬂlﬂﬁ—ﬁ’]ﬁﬁﬁ é&{ﬂﬂijﬁﬁ‘% VEEININ
ZH.. WEH wEHSFEIRAEREE).
A AR TAELE Staion Fl1 SoftAP 5 5{

2.1.6 4 UART % E(AT+UART)

14 : AT+UART

TS AT+UART?

#IN: AT+UART?
AT T 2 .

OK

7~ +UART:<baudrate>,<databits>,<stopbits>,<parity>,<flowcontrol>
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eBVTe B HZAFTH TR B2 E103-W11 ATHESF}
*<baudrate>:UART ¥ 45%
SCREHIBURF 240 7T
160, 300, 600, 1200, 2400, 4800, 9600, 14400, 19200, 38400, 43000,

57600, 76800, 115200, 128000, 230400, 256000, 380400, 460800,
921600, 1000000, 2000000

*<databits>: F(#E L
-8: 8 L HEAL

W R % % *<stopbits>: {F LA
B -1 1 AnfEakfr

-3: 2 fnfEakpr
*<parity>: AHMERIR AL

-0: &

-1 AR

-2: R
<flow control>: iz &

-0: ARJH L

-1: [EE 53 RTS A1 CTS
AT+UART=<baudrate>,<databits>,<stopbits>,<parity>,<flow

TN
i control>,<FLASH>
*<baudrate>:UART i 45%
s <databits>: Z{ 357

-8: 8 EHE L
*<stopbits>: {5 {7
-1: 1Az kAL
30 2 ffFE kAL
*<parity>: A ERLKAL
wE 7K -0: &
Ui B -1 R
-2: fERSS
*<flow control>: JR{EWE
-0: ARJEBNILE
-1: [AIIJ5 30 RTS A1 CTS (AEBEH],  H ATz~ 51 AR
EH)
*<FLASH>:
-"s.n": A RAF 2] Flash
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-"s.y":£rA7 3| Flash
4l AT+UART=115200,8,1,0,0,"s.y"
EEED MRFRIUAETEE Y 160-2000000

2.1.7% & GPIO O L{E#&R(AT+SYSIOSETCFG)

4 : AT+SYSIOSETCFG

WHE L AT+SYSIOSETCFG=<pin>,<mode>,<pull-up>

\ #IN: AT+ SYSIOSETCFG=<pin>,<mode>,<pull-up>

wEMmS N P putup
fith: OK

«<pin>: 5|5
s<mode>: S TAEMRER, A 1K, NNEE 0z, H

RIAEE AT
WETERUH Uy 1, BINEE 10 M.
*<pull-up>:
-0: ik
-1: hiE
LN 1l AT+SYSIOSETCFG=13,1,1//% & GPIO13 L{EfE GPIO f=z{
i AT+SYSIO R5dn &, ESH M (E103-W11 5]
FEEFI
BLSTERDY S

2.1.8 &if] GPIO O L{EHRN(AT+SYSIOGETCFG)

#4: AT+SYSIOGETCFG

WHE Y AT+SYSIOGETCFG=<pin>
#iN: AT+SYSIOGETCFG=<pin>
wEMmS i
+SYSIOGETCFG:<pin>,<mode>,<pull-up>
OK
*<pin>: 5|5
*<mode>: 5|l TAEBIZ
wE B *<pull-up>:

-0: hufk

-1: i
LR N AT+SYSIOGETCFG=13 //1Hl GP1013 TAfE1E GPIO #&=\
HEEFEI fEH AT+SYSIO %40, EZFMAF (E103-W11 5]
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eavTe R ERAZ TR L TR A IR 2

E103-W11 ATHE4Ft

\ W) . \

2.1.91& & GPIO O [E(AT+SYSGPIODIR)

%4 : AT+SYSGPIODIR

WEMmL AT+SYSGPIODIR=<pin>,<dir>
#iN: AT+SYSGPIODIR=<pin>,<dir>
B o " b
i OK
*<pin>: 5|5
pEvgmy O
T T . .
0: #WE GPIO {E A
-1: %E GPIO 1E % H
RN AT+SYSGPIODIR=13,1 /¥ & GPIO13 Jy%i
o fiiH AT+SYSIO #5140, EZH M (E103-W11 5] 1
F A
MBS RD

2.1.10 % & GPIO #iitti 8 SF(AT+SYSGPIOWRITE)

14 : AT+ SYSGPIOWRITE

WEMY AT+ SYSGPIOWRITE
#iN: AT+ SYSGPIOWRITE=<pin><level>
B4 " P
. OK
s<pin>: 5|5
*<level>:
BB T B
-0: KHF
-1: HHT
AT+SYSIOSETCFG=13,1,1//% & GPIO13 TAEfE GPIO &=
AN AT+SYSGPIODIR=13,1 //i% & GPIO13 NI
AT+SYSGPIOWRITE=13,1 /1% & GPIO13 %t N =
. fiiH AT+SYSIO R4 &0, ESHM (E103-W11 5] 1
ey N
BRETRD .

2.1.11 3%EY GPIO A AS(AT+SYSGPIOREAD)

14 : AT+SYSGPIOREAD

WLEHB 54

AT+SYSGPIOREAD
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eavre AL L TR A IR E103-WIL ATHE 2T

#i\: AT+SYSGPIOREAD=<pin>

fil e -
+SYSGPIOREAD:<pin>,<dir>,<level>
OK

WEFBRUH  e<pin>: 55

*<pin>: 5|5

B4

e<dir>:
-0: GPIO fE M A
Wi )3 25 45156 W -1: GPIO fE ¥ =X
s<Jevel>:
-0: fKHF
-1 =P
AT+SYSIOSETCFG=13,1,1 //1 & GPIO13 T.{E{E GPIO #i:{
i 27 AT+SYSGPIODIR=13,1 /% & GPIO13 Niii A

AT+SYSGPIOREAD//EEEL GPIO13 IRz
[} AT+SYSIO #%)dx A0, &S M (E103-W11 5] i
ML) .

TE R

2.1.12 X< HA/ATFHEI £ IhEE(ATE)

&E 2> ATEO/ATE1
#N: ATEO
BB 4 |
it OK
i N ATEOQ: 7% 4] [7] 5. T g
W E B e
ATE1:FT ¥[8 B I g
RSN (]| ATEL1 /4T 18] &
ey N

2.1.13 ARG K/ (AT+SYSRAM)

4: AT+SYSRAM

i 2 AT+SYSRAM?

HIN: AT+SYSRAM?

it : +SYSRAM:21200,5800
WS SEE ] 21200:  RGEREIUHE RN

i
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ea¥re H A2 TR TR A IR A E103-WIT AT %7

5800: F Gt GBI B/ N HER /)
2.1.14 TR F N EBIRE (AT+SYSTEMP)

#14: AT+SYSTEMP

R IR AT+SYSTEMP
iN: AT+SYSTEMP?
A .
womp W
+SYSRAM:31
OK

WS SEE 31 O N ERIR
2.1.15 {RBR 4R35 (AT+SLEEP)

#4: AT+UART

i & AT+SLEEP?
i N\: AT+SLEEP?
Wi a oy |
+SLEEP:(sleep mode)
OK
*< sleep mode >R AR 2,
-0: ToRHR

-1: Light Sleep, fR¥F wifi 8, R iEIL RTC kKM

WS S EE R B, AT LAS A AT+SLEEP=0 3B H AR AR A
-2: Modem Sleep, TrfF wifi 8z, 7FEAE RTC Mg
] /3% AT+SLEEP=0 KR HARIR A, 2ifli f§ WAKE_UP

G P
wEmL AT+SLEEP=<sleep mode>
*< sleep mode >:/RHRFRE
-0: ToARHR

-1: Light Sleep, f#¥F wifi E#, RS iEid RTC Fk
WETBUE R, A LUE ] AT+SLEEP=0 3KiE HARIRE R (ShEEE %)
-2: Modem Sleep, fR¥#F wifi E$E, 75 EAE RTC M #
6] & 1% ATAT+SLEEP=0 >k B th R AR #5 x0, B¢ fE H
WAKE_UP JHinsfig ,
i 27 AT+SLEEP=2
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EBVTE IR A AL A B v TR A R A

TE R0

AT+SLEEP=0//18 HH K HK, X FE Modem Sleep IR T 7] B {#
it fiE

2.1.16 1%&/5 /48 Flash 43 [X (AT+SYSFLASH)

414 : AT+SYSFLASH

i<

fin @7l

I 2 4

B4

BESHUY

il

AT+SYSFLASH?

i \: AT+SYSFLASH?

a1 -
+SYSFLASH:
partition,0x00000000,4096;
uboot,0x00001000,24576;
cpu,0x00007000,2007040;
ota_status,0x001F1000,8192;
ca_crt,0x001F4000,4096;
client_crt,0x001F5000,4096;
client_key,0x001F6000,4096;
nv_customer,0x001F7000,16384;
nv_develop,0x001FB000,12288;
nv_amt,0x001FE000,8192
OK

fith FLASH 73 X 4530, SN2 XK T, Eanibik o
MKEEE, 7 X eL; [ k.
AT+SYSFLASH=<operation>,<partition>,<offset>,<length>
*<operation>:

-0: # FLASH

-1: 5 FLASH

-2: 1% FLASH
*<partition>: 4;[X 44
*<offset>: FHXTT-43 X R aB Hubk (1) i F% bl
*<length>: 1%/ /4 FLASH [NKEE R
*¥% FLASH:

#iN: AT+SYSFLASH=0,"nv_amt",0,4096

Bid: OK
*’5 FLASH:

#i\: AT+SYSFLASH=1,"nv_amt",0,10
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eV e WAL 45 F TR IR A B103-WIL ATH 5
e > CEINEEE: 00010203 0405060708 09)
OK
*3 FLASH:
#iN\: AT+SYSFLASH=1,"nv_amt",0,10
Fit: 00010203 04 05 06 07 08 09
OK
1. L BEXS ca crt client crt. client key PA A nv_customer 4}
XEATH . SifE, HApXEAEE. SR U6
2.9 % FLASH i, % A I 0w A% Hdik DL 2048 K B2 77 O 4K
RV REEAS, 75 MK BRI
3.5 FLASH f#% 3 4: 00 01 02 03 04 05 06 07 08 09, #ij A\

FEEFI e .
AR A BRI, SR ML KRG TT, KEFSiES
NI AR
4 4T B NBURN FEH TR EE N, BHES AN T
7 o R .
SAEBE P IS

2.2 OTA @4

2.2.1 OTA HZ (AT+CIUPDATE)

14 : AT+CIUPDATE

PAT AT L AT+CIUPDATE=<url>

#i\: AT+CIUPDATE="http://10.15.12.226/ota.bin"

e Bt .
PAT 27 1ol L2 i ] OK
T+ 2% Wi [5] ERROR
Mg 8 2 45 15t 1A <ur1>-ﬂé&5&%%§ IP Hiiht:
AFAATH url HuhkFE .

Zﬂﬁ%%%ﬁﬁ%zﬁo

E= A 3N 5 T+ R 55 e R B[R] — P 2%

4 HTME RN R, TR EEAEER, MARTH
PR, PntiiR, FRe, HmO&FR .

Copyright ©2012-2025, RAMZAR R i F R A R 1


http://ebyte.com/product-view-news.aspx?id=70
http://www.ebyte.com/product-view-news.aspx?id=300
http://www.ebyte.com/product-view-news.aspx?id=300

ea¥re H A2 TR TR A IR A E103-WIT AT %7

2.2.2 B4 (AT+CICHANGE)

4 : AT+CICHANGE

PAT A2 AT+CICHANGE
Fa gl N AT
. OK
Wi 8 245 15t 1A
ba e A
WE L AT+CICHANGE
" AT+CICHANGE=1//)#: 2% Fl & 5%
WEMmL W
AT+CICHANGE=0//5 J& 2471 & 4t
#iN: AT+CICHANGE=I
v -
ARGk E OK GRS — RS EF)
PO ARGV KN [B] ERROR
#i\: AT+CICHANGE=0
v -
RGE A IR ] OK
FR 4 H 5 R MUR B ERROR
LAER RGO, A B RSV .
e A 2.0] IARAE AN [F] R G A 5 Rk H B RGeS V)4 ) o
3. RGN IER IR
23 WIFI 4%

2.3.11&E Wi-Fi T{E#&EX, (AT+CWMODE)

w4 : AT+CWMODE

N IR AT+CWMODE?
#IN: AT+CWMODE?
A\

B s

+CWMODE_CUR:3
+CWMODE_DEF:3

iR 8] Wi-Fi TAER 0. 7-45)°4 Station F1 SoftAP #:3. CUR

] ] %‘%" =N
ATE RFELHIE AL S, DEF U3 Flash F{R1ERHCE .
WEMmY AT+CWMODE=<mode>,<FLASH>
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EBVTE IR A AL A B v TR A R A

BE 7B

E103-W11 AT#%

*<mode>:
-1: Station &
-2: SoftAP =
-3: Staion F1 SoftAP 5=
*<FLASH>:
s.n": ARAF Flash;
s.y": {Rf7 Flash

AT+CWMODE=1,"s.y" /1% BN SoftAP i\ H{rfF Flash.

2.3.2 EHEE] AP(AT+CWIAP)

md: AT+HCWJIAP

ﬁlﬁlnnv

&l

Mg 7 25 5 i P

WEWE

BE T B

i 7l

AT+CWJAP?
HIN: AT+CWIAP?
Bt -
+CWIJAP DEF:"EBYTE","20:47:da:49:1e:¢c6".,9,0
+CWIJAP _CUR:"EBYTE","20:47:da:49:1e:c6",9,-70
*SSID
* AP ] MAC Hi3ik
SEPCE
(5 TR
AT+CWIJAP=<ssid>,<passwd>,<FLASH>
<ssid>: oL 2% 44 R
<passwd>: G4k 45 55 hY
<FLASH>:
s.n": ARAF Flash;
y": {#f7 Flash
AT+CWJAP="EBYTE","12345678","s.y" //%4% WIFI
1. thar & 2R Wi-Fi T{E#EA (AT+CWMODE) A4 1:
Station fx0EL 3: Staion Al SoftAP 13\,
2. %1841 SSID, PASDWD, FLASH =/&%, H4
ZHM P EHRRL, B B ERE.
3. ZIERREVRSZ AR EAEIRE HMIES, <H /M
FRABA TVEARI B RS, B AL IR RS 2 i A% Ho At 4
L, BRI ARG IR B 5 AL B
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el Te AL HE T PHE A IR 2 E103-W11 AT354F

2.3.3 33§ AP(AT+CWLAP)

#4: AT+CWLAP

AL AT+CWLAP?
#N: AT+CWLAP?
A
+CWLAP:(3,"B05 2G_ 1",-59,"20:47:da:49:1e:c6",13,0,4)
+CWLAP:(3,"E880-DYJ",-95,"c2:68:¢6:76:55:bb",11,0,4)
+CWLAP:(3,"",-71,"14:77:40:94:3a:5d",1,0,4)
+CWLAP:(6,"WPA3Test",-28,"ae:30:1b:c9:65:¢1",6,0,4)ME
o IR
-AUTH_OPEN=0
-AUTH_WEP=1
-AUTH_WPA_PSK=2
-AUTH_WPA2 PSK=3
-AUTH_WPA WPA2 PSK=4
-AUTH_WPA3 PSK=5
-AUTH_WPA2 WPA3 PSK=6
*SSID
W p Rl BT A
*AP ] MAC Huhi:
518
* B
* jJ H "':‘44_’ ﬁff 8
-CIPHER NONE=0,
-CIPHER WEP40=1,
-CIPHER_ WEP104=2,
-CIPHER TKIP=3,
-CIPHER_CCMP=4,
WEmL AT+CWLAP=<ssid>,<bssid>
*<ssid>: JoZk 2% 44 PR

A7l

wE B
*<bssid>: T2k N 4% MAC ik
B AT+CWLAP //H3#i A 1] AP
% bl ) N
AT+CWLAP="MI _6","20:47:da:49:1e:26" //{A{Hi{& € ] AP
R
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ea¥re H A2 TR TR A IR A E103-WIT AT %7

2.3.4 5 AP WiFFiEE (AT+CWQAP)

#m % AT+CWQAP
HiN: AT+ CWQAP?
A .
T it
WIFI DISCONNECT
OK
Fi B . hb 0 A LB Z A B AT
U S Wl W, ACFRIER . n] DLE I 1Z a2 1 Bl iy & 3T
lﬁlo
. Ly & E Rk Wi-Fi T/ERE, (AT+CWMODE) A 1: Station
ERE
*%ﬁ@i 3: Staion 1 SoftAP Fi=,

23518 AP#EI (AT+CWSAP)

54 : AT+CWSAP ‘

AT+CWSAP

#IN: AT+CWSAP?
B
+CWSAP CUR:"E103-W11","12345678",5,4,8.0

Sl oF e B F om

1

M {518

N R
Py _AUTH_OPEN=0

;ﬁ _AUTH_WEP=1
_AUTH_WPA_PSK=2
_AUTH_WPA2_PSK=3

gé _AUTH WPA_ WPA2 PSK=4
e KIEREL

* 558 SSID

—i/ﬁ
AT+CWSAP=<ssid>,<passwd>,<ch>,<auth>,<max_con>,<hidden>,<FLASH>
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el Te AL HE T PHE A IR 2 E103-W11 AT354F

il

e<ssid>: ToZk M 2% 44 FR
s<passwd >: JoZk X 2% 5L

*<ch>: {51
*<auth>: MM
*<max _con>: RIEFH

*<hidden>: &K ssid

*<FLASH>:

-"s.n": AERAF Flash;
"s.y": {#AF Flashs,

=R

=4 m B

AT+CWSAP="E103-W11","12345678",5,5,8,0,"s.y"
/BNEEFEE ) AP, FHARAEF Flash

a4k Wi-Fi TAERER, (AT+CWMODE) N 2: AP #i8k 3: Staion
1 Soft AP fEE =,

2.3.6 1% & DHCP #&x, (AT+CWDHCP)

#14: AT+CWDHCP

i<

A7l

Mg 7 2 535 P

AT+CWDHCP

HiN: AT+CWDHCP?

iﬁ II:EI H
+CWDHCP_CUR:2
+CWDHCP_DEF:2

DHCP {4 §E#5 & :

-BITO: SoftAP ) DHCP k55282 B fE, 0 KM, 1
IV

-BIT1: Station ] DHCP & ¥z - JH, 0 KM, 17F
J& o
N1 SoftAP 1] DHCP Jil 55 #% X141, Station [f] DHCP % /-
Ui JE . CURARF 4T WAL E, DEF 48 Flash FIRAF
MEE .
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el Te AL HE T PHE A IR 2 E103-W11 AT#54F/
WEMmL AT+CWDHCP=<interface>,<flag>,<FLASH>
*<interface>:
-0: SoftAP, #%fil SoftAP ] DHCP JIR55%% .
-1: Station, % Station [f] DHCP % /' ¥y «
*<flag>:
B B B -0: Kl
-1: HJE
*<FLASH>:
-"s.n": ARAF Flash;
-"s.y": {RAF Flash
AT+CWDHCP=0,0,"s.y"

PN
fir 2> 7l /|2 14 SoftAP i) DHCP ARk %5 28 3-1% (7 Flash

2.3.7 1% E DHCP LU F1M % (AT+CWDHCPS)

4 : AT+CWDHCPS

fovilfiis AT+CWDHCPS?
#iN: AT+CWDHCPS?
il ﬁ :

EERiEN ]
+CWDHCPS CUR:120,"192.168.10.100","192.168.10.120"
+CWDHCPS DEF:120,"192.168.10.100","192.168.10.120"
LI E]: A7, AP
o4 TP Hhudl.
Wl B 2 40 i <45 1P Hbhik.
i 7~ 5l 4 DHCPS 1 # 3 i) (8] 120 #0,  Hb &k 43 B v Bl oW -
"192.168.10.100"%£"192.168.10.120", CUR 1 24wl A&,
DEF f{# FLASH F{#AF MR & .
Y A AT+CWDHCPS=<enable>,<lease time>,<start IP> <end IP>,
<FLASH>
*<enable>:

-0: JEFR DHCP ik 5% %5 IC & 2 BRINE o I A 75 2 <lease
WE 7BV time>,<start [IP><end IP>L & .
A -1: PiCE DHCP fiR%5 4% .
*<lease time>: FHH, FHALFD.
*<start [P>: Hohbyh (e an Huht
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eav e AT TR IR A E103-WII AT#RSF

*<end IP>: Huhikyth (125 SR Hu ik .
*<FLASH>:

-"sn": ALRAF Flash;

s.y": fRAF Flash.

ZNRE

AT+CWDHCPS=0,"s.n"

/1% DHCP Jik %5 %%, A{RAF FLASH.
ZN(IPE

LR N
AT+CIPAP="192.168.10.1","192.168.10.1","255.255.255.0","s.y"
AT+CWDHCPS=1,120,"192.168.10.100","192.168.10.120","s.y"
/1L B DHCP Al 55 28 A1 A 120 P, Hbhik i "192.168.10.100"
%"192.168.10.120" 3 {#4F flash
III'J < E;k
1.SoftAP X[ (AT+CWSAP)
R 2.SoftAP ] DHCP Ik %5 #3 /1 5 (AT+CWDHCP)
3.SoftAP [ IP il ( AT-+CIPAP) A1t ¥ BB 7 [5] — WX B,
EARLEHHETE A

238 EHINEE (ATHFCWAUTOCONN)

4 : AT+HCWAUTOCONN

WEmS AT+ CWAUTOCONN
. iN: AT+ CWAUTOCONN=<is enable>
BHEMWS N -
. OK
*<enable>

WETEUH 0. EHEAHZIKE AP;
1: EHJEHEZIKE AP,

RSN AT+CWAUTOCONN=0 /I 554 EH #1555 AP,
" HahEIEZK 208, 20 EIETRIEERE | AP &5 1k
EREI \ s
V_&7 U»‘D EEO
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ea¥re H A2 TR TR A IR A E103-WIT AT %7

2.4 TCP/IP %%

2.4.1 EiHMEEIZIRZ (AT+CIPSTATUS)

14: AT+CIPSTATUS

PAT L AT+CIPSTATUS
STATUS :<stat>
M % +CIPSTATUS:<link  ID>,<type>,<remote [P>,

<remote port>,<local port>,<tetype>
*<stat>: Station £ 1 [PIRZS
-2: Station L AP, R IP Huiik
-3: Station C.# 7. TCP/UDP/SSL 4§
-5: Station ARIEFE AP
<linkID>: W44 ID(0~4), T ZEBKHI
<type>: FIFHESH, "TCP"H# "UDP"A
*<remotelP>: FAFH, 1Ly [P Hidik:
*<remoteport>: 1t ¥ iy 1 {H
*<localport>: ¥ [11E
*<tetype>:
-0: AFN% ) dini-
-1: AF9lRSS 45

M 2 2 $ 5t B

242 EEESEE (AT+CIPMUX)

4 : AT+CIPMUX
i & AT+CIPMUX
HIN: AT+CIPMUX?
Hit: +CIPMUX:1
<Link MUX>: %4257
M S SECULR <0: BRIERE
1. kR
wEmL AT+CIPMUX=<Link MUX>
<Link MUX>: 257
WHEFBU  +0: HEE
*1: ZiEHE

M J&7
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eVre WAL TR A I A B103-WIL ATH#H<F A
RSN AT+CIPMUX=1 /%8 R EH .
FEEFEI by & A ERAF Flash

2.4.3 6]} TCP/UDP/SSL & i (AT+CIPSTART)

74 : AT+CIPSTART ( TCP & ¥%)

*TCP HLi%E R (AT+CIPMUX=0)H :

AT+CIPSTART=<type>,<remote IP>,<remote
port>,[<TCP keep alive>]
*TCP £ & (AT+CIPMUX=1)H}

AT+CIPSTART=<link ID>,<type>,<remote IP><remote
port>,[<TCP keep alive>]
OK B ERROR
WRER: DA P (e, WA ALREADY CONNECTED
*<link ID>: M%%i%EHz ID (0~4), H T Z&EZEMTHE N
<type>: FIFHESH, HEHEFEA, "TCP", "UDP"E"SSL"
s<remotelP>: FFFHSH, mim IP Hihk
*<remote port>: Iz Ui 15
*[<TCPkeepalive>]: TCP keep-alive {ii #ll i [], ERIA 5% A 1tk
BFjil3

-0: KM TCP keep-alive LfjfiE

-1~7200: {CMINtAE], B4 s

_ AT+CIPSTART="TCP","iot.eswin.cn",8000

: AT+CIPSTART="TCP”,"192.168.101.110”,1000

HEEFEI b4 ZR STA 1EH SR AL .

I

S

4 : AT+CIPSTART (UDP %/ '¥i)

o U B2 S0(AT+CIPMUX=0)H :
AT+CIPSTART=<type>,<remote IP>,<remote port>,

[(KUDP local port>),(<UDP mode>)]

A
L « ZIERERE(AT+CIPMUX=1) :
AT+CIPSTART=<link ID><type>,<remote IP><remote
port>,[<UDP mode>]
R OK = ERROR
W ER L7 E, NiRE ALREADY CONNECTED
S <link ID>: W%%3%EHE ID (0~4), H T ZERENTE L

<type>: TFIHIHESEL, ERIEM, "TCP", "UDP"5{"SSL"
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enre AL AR B T RHR A IR A E103-W11 ATE&FH

s<remotelP>: FFFHSH, i [P Hubk

*<remote port>: G 5

*[<UDP local port>]: UDP &4, ¥ & A Hhim

*[<UDPmode>]: UDP {&Hulty @, #HiEfe, Wik o

0. BB HEE, AESuEm AR, BRAEN 0

-1 WeEEHEE, SR Rag i H AR

2. WERHEHEE, SR H bR

EE: i H<UDPmode>h 204 3 5 <UDP local port>.

AT+CIPSTART="UDP","192. 168.101.110",1000,1002
w4 Bk STA 1E# $RHUbE

#74: AT+CIPSTART (SSL ZF#)

WE ML

M J&7.

AU

i 7l

AT+CIPSTART=[<link ID>,]<type>,<remote IP>,
<remote port>,[<TCP keep alive>]
OK &, ERROR
W ER CLAE(E, MR [ ALREADY CONNECTED
«<link ID>: WZEiERE ID (0~4), FTZIERRRE M
<type>: FIFHESH, EHFEA, "TCP", "UDP"E"SSL"
*<remotelP>: FFHSEL, i IP Hilik
*<remote port>: Iz Ui 15
*[<TCPkeepalive>]: TCP keep-alive fii il i [8], BRI 2[4 bk
e

-0: <] TCP keep-alive LJfE

-1~7200: fUIEFE], AN 1s
AT+CIPSSLSIZE=4096
AT+CIPSTART="SSL",”iot.eswin.cn",8443

ban A EoR: 1.STA IEH 3R hE

2.3?%1X§Z%LE 14~ SSL i&E$
3.SSLEEA L HFrELL
4SSL FEHHKBRZ 0, MRATRAE, 2EBAFE
JRo o

2.4.4 ZIEHHEAT+CIPSEND)

4 : AT+CIPSEND

u .
.

WE ML

BEIES
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EBVTE IR A AL A B v TR A R A

I

ZH M

PATHR 2

M J&7

fin @7l

TERFEI

o BAERE (+CIPMUX=0):

AT+CIPSEND=<length>
« ZJEFE (+CIPMUX=1):

AT+CIPSEND=<link ID>,<length>
* QRS2 UDP A&k, nJ LA B iz 1P Al 1 ;
AT+CIPSEND=[<link ID>,]<length>[,<remote [P><remote
port>]
Dife: AL, WE IR EIE R,
FRIBHE R I -
e B 1k i 2 Ja e AT IR B>, SRS TR AR RIS ER VB, 2
B KL L B <length>If, AIAEHE, Il ) il 45 4
R, ST ATHS
N RRENLE L BOE AL T, IR Al
ERROR
I RBE RGBTy, R[]
SEND OK
LB SACY 8 N OB ZAEIF
SEND FAIL
*<link ID>: MZEIEHE ID 5(0~4), T ZEZKITHN
clength>: BFBH, RWKERBEORE, BAKER
2048
*[<remoteIP>]: UDP {& % mT LA B0 vty 1P
*[<remoteport>]: UDP %4 1] DA 15 B X} vt it 1]
AT+CIPSEND
Thee: fEEERNN, A H .
e 3 b iy 5 SE HRAT IR [] >
BENER AR A S G, FERK 2048 771, HiFHEFEE
I LA 20ms [8] [ X 53
LN B — A, IR (B8 AT e SR KX
"R BN, EEDERE 1T % AT 554
AR Wb AAETT JR 1B AT LL b B TERE A
#4 UDP iEf%, 54 AT+CIPSTART 2 %{<UDPmode>14 i
0.
AT+CIPSEND
iy & SR STA 1E# 3REUH hE
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ea¥re H A2 TR TR A IR A E103-WIT AT %7

2.4.5 %] TCP/UDP/SSL ¥%3%(AT+CIPCLOSE)

4 : AT+CIPCLOSE

WEmA(HT AT+CIPCLOSE=<link ID>
Z & %N
W) hEg: S5 TCP/UDP &% .
] 5 OK
<linkID>: 7] D5, 241D K 5H 7]
P— i TERMERZID Y. HIDNSK, RUEE
ER:,  (JFJE server J5 ID N 5 TB&0
RN (] AT+CIPCLOSE=1
VER IR

2.4.6 B1)32 TCP/UDP BR%528 (AT+CIPSERVER)

4 : AT+CIPSERVER

WHE L AT+CIPSERVER =<mode>[,<port>],<type>
M 87 OK
*<mode>:
-0: KM
-1: EEIRSS RS
ZH 1 B *<port>: ¥fil 15, BRIAHN 333,
*<type>:
*"TCP": TCP %5 %%
*"UDP": UDP fiZ%5 %%
fir 271l AT+CIPSERVER=1,8694,”TCP”
M 87 OK
L& 2K
1.STA IEH REH Ak
R EI 2. ZHERRE DL N (AT+CIPMUX=1), 4 fEIF)a TCP iR %5 %%
3.60% TCP k555, HBNESL TCP k55 a4 bl .
4.4 TCP &% " imiE N, < H3HH— & ID,

247 1 EEFERN(EERANZEEZIER) (AT+CIPMODE)

g =

4

AT+CIPMODE
AT+CIPMODE?
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el Te AL HE T PHE A IR 2 E103-W11 AT#54F/

R +CIPMODE:<mode>
OK
<mode>:
- 0: Him LA
PRt 1. FAEA, ANUSCHE TCP HLIEH A UDP [H] i 38 13 % s 1
15
wEMmS AT+CIPMODE=<mode>
<mode>:
P *0: %@%ﬁﬂiﬁ N o
o1 FEEB, SR TCP HIEHA UDP [A] g 388 15 % v
R
i 27 AT+CIPMODE=1
I A K
1AK% B 717 2 Flash.
N 2IEAERA B I, W AGEERTTT, AR EE,
EREHEI

B N+++E B, WE IR B, @A AR 2 A2
HiE, FONERETTT
3R ER CERER N 1152000

2.4 8 RTFIEMITEIEH B B555E (AT+SAVETRANSLINK)

#r4: AT+SAVETRANSLINK (TCP)

AT+SAVETRANSLINK=<mode><remote IP or domain
WHEMmY name>,
<remote port>[,<type>,<TCP keep alive>]
M) W, OK
*<mode>:
-0: BUHITHLEE
-1: PRAFTTHLE N AL B
*<remotelP>: It [P BLH I 44
*<remote port>: 7% Yy ]
*[<type>] GEIEZH) . TCP B UDP, &4 RNy TCP
*[<TCPkeepalive>] (i Z%() : TCP keep-alive fiiill], Gk
BB M LT BE
-0: <] TCP keep-alive LJfE
-1 ~7200: fUINES ], AR

S
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EBVTe B LIPS T R A PR E103-WII AT#RSF
AT+SAVETRANSLINK=1,"10.10.10.2",1002,"TCP"

5 &7 AT+SAVETRANSLINK=0 /5% 4]
b 2K

1.STA IEH SRE b

2K BRI AR 1 X S J 3L TCP 3% $2 3 {R 47 /£ Flash
FEEFI system parameter [X 38, TR b HZE TCP E#IFHEA

iﬁ%o

R 1P, i I RERF & S, B E =3 R A7 2
Flash.

4 : AT+SAVETRANSLINK (UDP)

AT+SAVETRANSLINK=<mode>,<remote [P>,<remote port>

i ,<type>[,<UDP local port>]
M 2 OK
*<mode>:
-0: BUHITHLIEE
-1 RAFIFHLIE N B AL
P *<remotelP>: ]Z—j_ﬁiuﬁ Ij’?ﬁ%‘iﬁ/ﬁg
*<remote port>: 7t Yy iy -]
*[<type>] GEIEZSH) : UDP, HEERIAA TCP
*[<UDP local port>] CGi&iEZ%0) . JHLHEAN UDP 1£4i,
A8 ) A b s 1
fir & il AT+SAVETRANSLINK=1,"192.168.6.1 10",1002,"UDP",1005
bn & B3R
LSTA 1E& 3R UL
- 2V B K 5 A A 30 S S I¥) UDP A% 435 (A7 7E Flash I/
R

ZHIX, TR EH AN UDP Lt A&,
3 A v 1P, o I BUERF &S, AEE SRR
Flash.

2.4.10 PING % (AT+PING)

4 : AT+PING

WEMY AT+PING=<IP>
" IEJ w7 +<time>
OK
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ea¥re H A2 TR TR A IR A E103-WIT AT %7

ok
+timeout
ERROR
o <IP>: FRIEBEZH, 1P ik

Z R B : : \

e<time>: ping M N i []
_ AT+PING="192.168.1.1"

iR N ]l .
AT+PING="www.baidu.com"

= 3 a4 2K STA IEH 3REUH L

2.4.11 1% & station mac #ilt (AT+CIPSTAMAC)

me AT+CIPSTAMAC

Hifme AT+CIPSTAMAC?
#iN: AT+CIPSTAMAC?
A

B it

+CIPSTAMAC_ CUR:"la:2b:3c:4d:5e:6f"
+CIPSTAMAC DEF:"1a:2b:3c:4d:5¢:6f"

_ AT STA _EH MAC ik
RNZHOEN R e RIS, DEF 12 Flash - RAEHIRE.
WHEMmS AT+CIPAP=<MAC>,<FLASH>
*<MAC>:STA ) MAC Hii:
*<FLASH>:
WE T B sn's TAR7E Flash:
s.y": {#A7 Flash.
. p AT+CIPSTAMAC="9a:2b:3c:4d:5¢e:6f","s.y"
fiir 2 7 L \
/1% & STA ) MAC bt HAR/7 2] FLASH
ZAE4 A MAC IIRH], Bl MAC Hubk A Z50h S fE ik,
P& b1k 14 52 SR MAC ik 19 28 — 7 1 B I G AL 0.
¥a s A . 9a B —#EH]Jy 1001 1010. P AT PAFD & 1% MAC.

ZIRA W B 2 JaJoik it H AT+RESTORE 1k &

2.4.12 1% & station 275 IP (AT+CIPSTA)

me AT+CIPSTA
Hifme AT+CIPSTA?

=Nl #iN: AT+CIPSTA?
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el Te AL HE T PHE A IR 2 E103-W11 AT354F

fiy £
+CIPSTA CUR:"192.168.3.150"
+CIPSTA CUR:"192.168.3.1"
+CIPSTA _CUR:"255.255.255.0"
+CIPSTA DEF:"192.168.3.150"
+CIPSTA DEF:"192.168.3.1"
+CIPSTA DEF:"255.255.255.0"

Station [f] 1P #ihk, W<, AT,
CUR R&E M FHIUACE, DEF /0% FLASH F{RA7FHIACE .
WEMmE AT+CIPSTA=<ip>,<gateway>,<netmask><FLASH>
*<ip>: station [1J IP Hihik
*<gateway>:gateway [ IP Ml
*<netmask>: - M {15
*<FLASH>:
-"s.n": ANRAF Flash;
-"s.y": £RAF Flash.
AT+CIPSTA="192.168.3.150","192.168.3.1","255.255.255.0","s.y"

I 2 4

BE T B

A AT B
fir 2 7l /Y% Station 1] IP Jy 192.168.3.150, M % Jy: 192.168.3.1, T

RSN 255.255.255.0, FF{#AF flash.
- 1.5 % & DSP IR %558
:/E‘El‘%:Iﬁ = L A N2 Sy

2. PATIEAT4 2221 DHCP % iifi o

2.4.13 BL & softap IP Hilit (AT+CIPAP)

il a2 AT+CIPAP?
#IN: AT+CIPSTA?
T
+CIPAP_CUR:"192.168.10.1"
e +CIPAP_CUR:"192.168.10.1"
+CIPAP_CUR:"255.255.255.0"
+CIPAP_DEF:"192.168.10.1"
+CIPAP_DEF:"192.168.10.1"
+CIPAP_DEF:"255.255.255.0"
O — SoftAP [¥) IP Huhik, K%, HEhd.

TE: WISuEN DHCP 5548 T R 4a % 7 S R R 5K o
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el Te AL HE T PHE A IR 2 E103-W11 AT#54F/
CUR R 4 /i F AL &, DEF {3 Flash F{AFHIECE
WE S AT+CIPAP=<ip> <gateway>,<netmask>,<FLASH>
*<ip>: SoftAP ] IP Huti:
*<gateway>:{Fy DHCP IR 55 %% T K 4% 7 v FI A 5K
*<netmask>: - 1T
*<FLASH>:
-"s.n": ANRAF Flash;
-"s.y": PRAT Flash.
AT+CIPAP="192.168.10.1","192.168.10.1","255.255.255.0","s.y"
fir AR /1T B SoftAP 1) IP /y 192.168.10.1, MK N: 192.168.10.1,
TRIHERS N 255.255.255.0, FELRATF Flash.
ZIE KM AP WIS, TREEH LE, BRkag OB

wiflo

BB

TE R

2.414 L E STA B MAC #ulit (AT+CIPSTAMAC)

AL AT+CIPSTAMAC?
#iN: AT+CIPSTAMAC?
87 i
+CIPSTAMAC CUR:"la:2b:3c:4d:5e:6f"
+CIPSTAMAC DEF:"1a:2b:3c:4d:5e:6f"
. 2T STA _E ) MAC Huht:
RZHD CUR AR YAl F AL E, DEF X% Flash F{RAEHINCE .
WEML AT+CIPAP=<MAC><FLASH>
*<MAC>:STA ] MAC it
\ . *<FLASH>:
LSS -"s.n": AERAT Flash;
-"s.y": £RAF Flash.
P AT+CIPSTAMAC="9a:2b:3c:4d:5¢e:6f","s.y"
i 7l " \
/1% & STA ) MAC bt HAR/7 2] FLASH
ZIE 4 H MAC R, Bl MAC Huhb 052008 g hl,
& ik 1) 52 SCA MAC bk i) 28 — 67 (19 IR A 0.
FEEEI . 9a i) —HEHIJy 1001 1010, AT PARD & 1% MAC.

ZIRA W B 2 JaJoikAdi H AT+RESTORE 1k &
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ea¥re H A2 TR TR A IR A E103-WIT AT %7

2.4.15 WA MEIARSS (AT+CIPDOMAIN)

AT+CIPSTAMAC

BEWS

BB

AT+CIPDOMAIN =<"domain name">[,<ip network>]
*<"domain name">: 75 ZAEMNT I 44
*<ip network>: LT 1.
-IPV4 M ik () E SR AT
#iN: AT+CIPDOMAIN="www.baidu.com"
. +CIPDOMAIN:"39.156.66.14"

OK
ZAR A T BRI, AR TCIEET -

ZAR A H T4, @R AERMNE A, BA
FIEASCFFE IPV6 T

2.4.16 % E DNS fr&5231E 2 (AT+ CIPDNS)

/?\

lﬁ' nn/ﬁ\

W%

Al

) 8 2 H5010 B
WE M

BE 7B

AT+ CIPDNS

AT+CIPDNS?

#iN: AT+CIPDNS?

iﬁﬂj H
+CIPDNS_DEF:"208.67.222.222"
+CIPDNS_DEF:"8.8.8.8"

OK
IS FH ) DNS k%525 19 1P Hiudik
AT+CIPDNS=<enable>[,<"DNS IP1">][,<"DNS IP2">]
e<enable>: i B DNS IR& 21X B

-0: M DHCP J3 ] H 3l DNS %5 %% % & . DNS ¥ E N
208.67.222.222 1 8.8.8.8. R 24 Station 5% i DHCP i 2
F Station [¥] DNS %5 2% 4 Rt .

: JAHF3) DNS RS #8w E. WRERE RN WEE,

b%%)\ﬁﬁﬁ A1, <DNS IPx>208.67.222.222 8.8.8.8
*<"DNS IP1">:% — /> DNS iR % #% IP Hidik. *F T iZ%dn 4,
Z S HANAE 18K <enable> W BN 1 WA %, BIJEHF3)
DNS WHE . WRER <enable> WE N 1| MLSHE, &
Pl 2R 7 H B FLASH.
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*<"DNS IP1">:%% — /> DNS Ak 2528 IP k. % FiZa 2,
ZZHANAE I8 K <enable> W BN 1 WA 2, BV A H T30
DNS % & . WRE¥ <enable> B N 1 IS HE,

Pt 2R 47 H B FLASH.
fr 7 AT+CIPDNS=1,"223.5.5.5","223.6.6.6"
. BRARATEH, MFHE, NFHEHA AT+CIPDNS=1 [
VE R I
A,
2.5BLE %%

2.5.1 Bluetooth LE & &ttt &if] (AT+BLEADDR)

fir & AT+BLEADDR
AL AT+BLEADDR ?
HiN: AT+BLEADDR?
#8171 i
+BLEADDR:"aa:bb:c2:d3:dd:2a"
OK

2.5.2 7148 Bluetooth LE |3 (AT+BLEADVSTART)

i AT+BLEADVSTART
AT+BLEADVSTART
e #iN: AT+BLEADVSTART
HiH: OK

2.5.3 {=1E Bluetooth LE & (AT+BLEADVSTOP)

i AT+BLEADVSTOP
PATI S AT+BLEADVSTOP
. #iN: AT+BLEADVSTOP
HAT R
Hid: OK

2.5.4 i FF Bluetooth LE i%3% (AT+BLEDISCONN)

E=tN

TR AT+BLEDISCONN
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AT AT+BLEDISCONN

i N: AT+BLEDISCONN
AT~

iﬁlﬁz OK

2.5.5 &1if] Bluetooth LE &% & #: (AT+BLENAME)

Lifee AT+BLENAME
BT AT+BLENAME?
ffi \: AT+BLEADDR?
A
sy
+BLENAME:"EBYTE"
OK
2.6 MQTT %

2.6.1 E MQTT AFPEM (AT+MQTTUSERCFG)

AT+ MQTTUSERCFG

8

AT+MQTTUSERCFG=<LinkID>,<scheme>,<"client id">,<"username">,
<"password">,<cert key ID><CA ID><"path">

o 2

*<LinkID>: HH{[{XSCFF link ID 0.
*<scheme>:
1: MQTT over TCP;
2:MQTT over TLS (CAKEIET) ;

i 3: MQTT over TLS (K36 server iEF5)

% 4: MQTT over TLS ($24lt client IET5) ;

- 5: MQTT over TLS (23 server ilE 5 9f HAZ24E client iE45)

%z 6: MQTT over WebSocket (3T TCP) ;

;;5 7: MQTT over WebSocket Secure (3£F TLS, AREIUET)
8: MQTT over WebSocket Secure (F:F TLS, #4 server iE+15) ;
9: MQTT over WebSocket Secure (F£F TLS, #24t client i) ;

10: MQTT over WebSocket Secure (3T TLS, 4 server i 15 I H i it
client {IE15)
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*<client_id>: MQTT % 4 ID, KK 256 F1i.

e<username>: M4, T &M MQTT broker, fAKE: 64 715,
*<password>: %4, HT &R MQTT broker, AKKE: 64 7.
e<cert_key ID>: iEH ID, HATXSCEF MQTT over TCP, HZHHN 0.
*<CA ID>: CAID, HHi{{ZEF MQTT over TCP, Z%HN 0.
s<path>: WRUREELIE, BORKEE: 32577,

i

% AT+MQTTUSERCFG=0,1,"NULL","1234&hojx8FqRIXm","0f586b6b73239bf2e
7 7bb3c8f1deSbed9c72025aff88ac8ae0cb9710f24aecaf2",0,0,""

1l

E

5 <scheme>X Y SZF 1: MQTT over TCP.

7

=

2.6.21%E MQTT Z /i ID (AT+MQTTCLENTID)

AT+MQTTCLIENTID

AT+MQTTCLIENTID=<LinkID>,<"client id">

*<LinkID>: 4 {{{ 3 #¥ link ID 0.
e<client_id>: MQTT & /i ID, FHAKERH T EEDH.

AT+MQTTCLIENTID=0,"hojx8FqRIXm.1234|securemode=2,signmethod=hmac
sha256,timestamp=1663653106718|"

LB E s RN MRS MR

e 75
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%
13

2.6.3E MQTT &BRAFE (AT*MQTTUSERNAME)

il

e 5

B s

AT+-MQTTUSERNAME
AT+MQTTUSERNAME=<LinkID>,<"username">

WETFEBUH  e<username>: /4, H T &M MQTT broker [ H /7 4,

«<LinkID>: 24 H[{¥ 37 #F link ID 0.

B KK BRI P @MU .
i 27 AT+MQTTCLIENTID=0,"User Eb"
EREHEI

2.6.4 1% E MQTT EFZEL(AT+MQTTPASSWORD)

S
B 4

AT+-MQTTPASSWORD
AT+MQTTPASSWORD=<LinkID>,<"password">

WETFERUH | s<password>: %%, HT ki MQTT broker [ %15, & K

*<LinkID>: 24X 37 #F link ID 0.

USEAE RN CTE R
fir 271l AT+MQTTCLIENTID=0,"12345678"
R

2.6.51%E MQTT E#EM (AT+MQTTCONNCFG)

fir & AT+MQTTCONNCFG
<"lwt_topic">,<"lwt msg"><lwt qos>,<Iwt retain>
*<LinkID>: 4F[{Y 32 #F link ID 0,
*<keepalive>: MQTT ping IS8, FA7: o JEH: [0,7200].
FRE: 0.

e X BSHUE N N, R HIK BN 120?"‘0 o

- *<disable_clean_session>: W& MQTT HFH & 1itrE, ARKIZSEH

I 245 Bi5 2% MQTT v3.1.1 thillh IR &5 28 = 1 .
-0: fHRETE 2 Th
-1 BT

*<lwt_topic>: IBWE topic, I AKE: 128 Fi.
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*<Iwt_msg>: IRWE message, B ANKE: 64 7T,
*<lwt_qos>: U8 QoS, ZH ik 0. 1. 2, BRIMHE: 0.
*<lwt _retain>: Vg retain, ZEAIE 08 1, BRINHE: 0.

2 AT+MQTTCONNCFG=0,0,0,"Iwt_topic","Iwt msg",2,1

ERHEI

2.6.6 ¥ MQTT Broker (AT+MQTTCONN)

& AT+MQTTCONN

g2 AT+MQTTCONN?

HN: AT+MQTTCONN?

i -
+MQTTCONN:<linkID>,<state>,<scheme>,<"host">,<port>,
<"path">,<reconnect>

*<LinkID>: 4H[{YZ#F link ID 0.

s<state>: MQTTIRZ:

-0: MQTT RAJ4a1L:

- B E AT+MQTTUSERCFG;

-2: B E AT*MQTTCONNCEFG; -

-3 O

-4 DR

-5 CEHE, HRIT I topics

-6: CEH:, O i topics

*<scheme>:

-1: MQTT over TCP;

-2: MQTT over TLS (AEZIRUEP)

-3: MQTT over TLS (/4 server iE+15)

-4: MQTT over TLS (#24ft client iIEH) ;

-5: MQTT over TLS ({25 server UF+4 3 H 34t client iE45)

-6: MQTT over WebSocket (3T TCP) ;

-7: MQTT over WebSocket Secure ( & F TLS, A& % iF

m S

Al

—_—

Mg [ 2 $ i3t B

H)
-8: MQTT over WebSocket Secure (J& T TLS, #X54 server iif
H)
-9: MQTT over WebSocket Secure (F£T TLS, #fit client ilF
H)
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BE T B

fin @7l

TE R

-10: MQTT over WebSocket Secure (3T TLS, L server ik
It B client IEFS)

*<host>: MQTT broker 44, T AKE: 128 FH,

s<port>: MQTT broker ¥ij [, & AKfiIH: 65535, vF: 1%
SHUEN 0, RGESERRE ] 15 1y 1883,

*<path>: HIFEEE, BAKE: 32771,

*<reconnect>:

-0: MQTT A~ H ) Hi%;

-1: MQTT HhHEiE, SHEFERZMNZTEIR.
AT+MQTTCONN=<LinkID>,<"host">,<port>,<reconnect>
*<LinkID>: [ 5ZHF link ID 0.

*<host>: MQTT broker 44, fAKE: 128 Fi,

*<port>: MQTT broker ¥fj I, & Kuild: 65535,

e MR ZSHUEN 0, RGLhRE FH B H A 1883,
*<path>: BEIREEIE, BmOKNKEE: 32 F75.

*<reconnect>:

-0: MQTT A H ) Hi#;

-1: MQTT HBEIE, SHFERZ KNI,
AT+MQTTCONN=0,"iot-
06z00bfo2un5i67.mqtt.iothub.aliyuncs.com",1883,"",1

2.6.7 %% MQTT FHFEHSE (AT+MQTTPUB)

BE B

AT+MQTTPUB

AT+MQTTPUB=<LinkID>,<"topic">,<"data">,<qos>,<retain>
*<LinkID>: 4H{[{XCHF link ID 0,

*<topic>: MQTT F4F 58 B & 1% 2| H MQTT topic, K&K
. 128 .

<data>: KA MQTT FAF i &

*<qos>: KRANIHEM QoS, ZH ik 0. 1. B2, ERIAA:
-0: QoS0 %54, Broker 5 % Ae i £ — X Publisher K i ¥4

o

-1: QoS1 %52, Broker £ /b fgIl £ — K Publisher & ffi I 7H
=]

o
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-2: QoS2%52), Broker H BB E]—IK publisher & A7 HI7H ..
*<retain>: i B H S bR &AL
-0: Broker A& 1% topic FHITH S .
-1: Broker ff B8 1% topic )5 — 2k TH 5

fir 271l AT+MQTTPUB=0,"topic0","data_test",0,0

e

2.6.8 X% MQTT —i#t#;E 2 (AT+MQTTPUBRAW)

AT+ MQTTPUBRAW

Be AT+MQTTPUBRAW=<LinkID>,<"topic">,<"data"> <qos>,<retain>
*<LinkID>: 4R SHF link ID 0.
* <topic>: MQTT F4F 5 ¥4 B & 1% 2] ) MQTT topic, # KK
JE: 128 7.
*<data>: KA MQTT —#iliH &
*<qos>: KANHEM QoS, ZH(AiL 0. 1. 22, ERINEH: 0.
-0: QoS0 %54, Broker f % AU F|— X Publisher KA HITH S o
-1: QoS1 %54, Broker /DU E]— X Publisher KA HITH S o
-2: QoS2 %52}, Broker H BB E]—IX publisher & A7 HI7H ..
*<retain>: R EAVH EAREAL
-0: Broker A& 1% topic FHITH S .
-1: Broker f& 1% topic F i Ja —2cH -
AT+MQTTPUBRAW=0,"topic0",10,0,0
M ]9

OK

=l

e

WHE B
A

>
LN/ YN

1234567890a
ulﬁ] AVAH

+MQTTPUB:OK
A& BT S, e
OK
>

g > "Rox AT #E& e VA, e s mT Dl A\ s
FERER T A, 88 KA B 2 Hi<length>[RMEN, AL 40
THiG. G, A8 SRS R I HE .
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AT, W AT IR [A]:
+MQTTPUB:OK
AR, W AT 3R 4]
+MQTTPUB:FAIL

2.6.9 1T1%) MQTT Topic (AT+MQTTSUB)

Tiges AT+MQTTCONN

Vikiss AT+MQTTSUB?

HIN: AT+MQTTUNSUB?

Bt -

+MQTTSUB:<LinkID>,<state>,<"topicl">,<qos>
ESREEN +MQTTSUB:<LinkID>,<state>,<"topic2">,<qos>
+MQTTSUB:<LinkID>,<state>,<"topic3">,<qos>

g =

OK
«<LinkID>: 4#71Y 2 HE link ID 0.
e<state>: MQTT IRZS:
: MQTT KATUE1;
-1: W E AT+MQTTUSERCFG;
-2: B E AT*MQTTCONNCEFG; -
WSS -3 B O
4: O LERE
-5 DS, HRIT I topics
-6: DS, Tk MQTT topics
*<topic>: 1] %] topic.
*<qos>: I [ QoS-
WEMmL AT+MQTTSUB=<LinkID>,<"topic">,<qos>
*<LinkID>: R[4 3Z#F link ID 0,
WETBUH  e<topic>: 1T topic.
*<qos>: I [ QoS.
(RSN AT+MQTTSUB=0,"topic2",1
¥a s A

S

W N

2.6.10 BGHITI¥ MQTT Topic (AT+MQTTUNSUB)

i AT+MQTTUNSUB
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WEMmL AT+MQTTUNSUB= LinkID>,<"topic">,<qos>
*<LinkID>: % {{{{ 3 #F link ID 0.
WE B | e<topic>: 1] topic.
*<qos>: I # ] QoS.
fir 271l AT+MQTTUNSUB=0,"topic2"
R

2.6.11 Wi FF MQTT iE#: (AT+MQTTCLEAN)

WEMmL AT+MQTTCLEAN=<LinkID>
WETBY] | e<LinkID>: ZH{SCHF link ID 0,
i 27 AT+MQTTCLEAN=0
R

2.7 SYIO &%ig%

WE: SYIO RA$54 ] FAE S8 GPTO fH, VERE1E W (E103-W11 =3k 45
Y BE=ZEFIHRT 2 Lo

BT

A BT HHH BT UL XAl
V1.0 2022-10-18 WIUERA Chen
V1.1 2023-4-21 BIFES Hao
V1.2 2024-6-18 BIEAR Hao
V1.3 2025-1-8 EOE A B 410 Hao
V1.4 2025-3-19 EiERoa PN TR Hao
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FRTAN

By 4000-330-990
BiARFFF: support@cdebyte. com B 5 M5 www. ebvte. com
oyEl bk DU SRR T BT v X0 X OKIE 199 S A Tk [ BS #5 2 #%

(@) REZERRFREERAE

EBYTE Chengdu Ebyte Electronic Technology Co.,Ltd.
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