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AT MAXAT 1B 50
AT+HELP HEMAEGS
AT+RST EP=EEoS
AT+SDKVER el ENERS
AT+VER EEURAS
ATE FFREK A E E IhEE
ATQ T EERITEN
AT+RESTORE MEHRE
AT+UART WEUART BUAELE, R7FE| flash

AT+UART_CUR

®E UART HE(IENECE, TRFE flash

AT+UART_DEF

REBUART BIANECE, 1R#7F%F] flash

AT+DEFAP R EBRIAAP
AT+TIME B/ IREY AR E]
SYSRUNTIME KE R iz 7R 8]

52 REEFEUH

5.2.1 AT-Ji{ AT B&h

AT

OK

5.2.2 AT+HELP

AT+HELP

AT Commands:




- Commands list with brief and usage
AT+HELP=<command>

- Print help message.
AT

- Attention command

5.2.3 AT+RST-E E{&th

AT+RST

OK

5.2.4 AT+SDKVER && SDK [k A E

AT+SDKVER

+VER:<main version>
OK

AT+SDKVER
+SDKVER:3.2.7.1
OK

5.2.5 AT+VER BURAFEER

AT+VER

+SDKVER;<major>.<minor>.<revision>.<eng_number>




OK

<major>:SDK ¥ B4 =
<minor>: SDK 45
<revision>: SDK &iT %5
<eng_number>: SDK LfE% 5

AT+VER

OK

+VER:FRTOS-GEN01-01-7400-0010

5.2.6 ATE FiEsi<iF b EIheE

BIES: ATE=?

iTIE<: ATE

<ECHO on/off> <ECHO on/off>
OK OK
ATE=? ATE
Echo on Echo on
OK OK
ATE
Echo off
OK

R EBECATEE BB B I8t

5.2.7 ATQ I TF/(ABTERRT

BiES: ATQ=?

MATHES: ATQ

Display results on/off

Display results on/off




OK OK

ATQ="? ATQ
Display results on Display results off

OK OK

ATQ
Display results on

OK

BRERCATQE M BRI

5.2.8 AT+RESTORE R EEBINS B

AT+RESTORE

+INIT:DONE,O

AT+RESTORE
+INIT:DONE,O

RIS R EBRIIBREFNSH, FREARANSH.

BITZIESREREE

5.2.9 AT+UART-%E UART BRIABCE, {RTFZ] Flash

FEIES! REIFD!
AT+UART=? AT+UART=<baudrate>[,<databits>][,<parity

>][,<stopbits>]

+BAUDRATE:<baudrate | OK




OK

*  <baudrate>: UARTE 4R

*  <databits>: EIEAL

> 5:5bit HIBAL

> 66 bit FIEAL

> 7.7 bit FIBEAL

> 8:8bit FIBAL (BRIA)
*  <parity> WAL

> 0:None (ZRI\)

> 1:0dd

» 2:Even

*  <stopbits>: {&IFfr

> 1. 1bit EIERL(ERIN)
> 2. 2bit =i

* ARERFTFEfash, ERLRENHRER.
* AXFRE.
* IRRREEBRHESHAABA

© BRI
9600/19200/38400/57600/115200/230400/460800/921600

AT+UART=115200
OK

AT+UART=115200,8,n,1




B

5.2.10AT+UART_CUR-i%E UART HRIENEE, FREF
Zl| Flash

N REES!
AT+UART_CUR=? AT+UART_CUR=<baudrate>[,<databits>][,<
parity>][,<stopbits>]

+BAUDRATE:<baudrate | OK

>

OK

*  <baudrate>: UARTE 4R

*  <databits>: #IELL

> 5.5 bit FIEAL
> 66 bit FIEAL
> 77 bit BB
> 8:8bit FIEAL

*  <stopbits>: {&I1Ffr

> 1. 1bit =147
> 2. 15bit B4
> 3. 2bit EIEfr

*  <parity>: RIAL

» 0: None
> 1:0dd
» 2:Even

*  AKEENRFENashA
¢ ZMRAEATFFRE.
* UNREBRBERETSEANRAAA

© BARRXE
9600/19200/38400/57600/115200/230400/460800/921600




AT+UART_CUR=115200
OK

AT+UART_CUR=115200,8,n,1
OK

5.2.11 AT+UART _DEF-i%E UART BVIAECE, {£77%] Flash

EWIES: REES!
AT+UART _DEF? AT+UART DEF=<baudrate>,<databits> <st

opbits>,<parity>

+BAUDRATE:<baudrate | OK

>

OK

*  <baudrate>: UARTIE 45K

*  <databits>: FIENAL
> 5:5bit $IEAL
> 6:6bit FIBAL
> 7.7 bit FIEAL
> 8:8bit HIEAL

*  <stopbits>: {EI1EfL
> 1. 1bit {&1t4r
> 2. 15bit {ZIHL
> 3. 2bit {E1t4r

*  <parity> AL
» 0:None

» 1:0dd

» 2:Even




© AKxEBERGHEfashi, ERLEREFNARER.
* AXFPRE.

© BARRXE
9600/19200/38400/57600/115200/230400/460800/921600

AT+UART_DEF=115200
OK

AT+UART_DEF=115200,8,n,1
OK

5.2.12AT+TIME % B/3KE 4 570 a]

N REES!

AT+TIME="? AT+TIME=<date>,<time>

+TIME:<yyy_mm_dd>< | OK or ERROR

hh:mm:ss>

OK

*  <date>HH#j

*  <time>HY[g)

©  IEEREBIA, BINFISNTPIAE M 4 it [a) & e 5

AT+TIME=2023-8-28,14:04:30
OK

AT+TIME=?
+TIME:2023-8-28,14:04:32;.
OK




5.2.13 AT+SYSRUNTIME 3kEX R G5z 17AS (8]

AT+SYSRUNTIME

+SYSRUNTIME: <day>,<hh:mm.ss>

AT+SYSRUNTIME
+SYSRUNTIME:0,22:10.44
OK

5.2.14 AT+TZONE % B3 GMT X

HFEIES: BEIES:
AT+TZONE=? AT+TZONE=<sec>
+TZONE:<sec> OK or ERROR

OK

*  <sec>: WXIZEESE., (-43200~43200F))

© <sec>ZHARE0MHIEEL. Wik <sec>I{HAZ60F)
B S, TR B R B 57

AT+TZONE=?
+TZONE:0
OK

AT+TZONE=32400
OK
AT+TZONE=?

+TZONE:32400
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AT+CWMODE & B &&E T (STA/AP/STA+AP)
AT+CWMAC % BMACHD HE
AT+CWSPFMAC 1% B ERIRMACH I
AT+CWOTPMAC & ZEOTPMACHb 3t
AT+CWSTA EWSTAREERE
AT+CWSTAT  FEERWIFT STAWMU(EE
AT+CWCOUNTRY iR EBWIFIE R KD
AT+CWSCAN [STATH3$EAP
AT+CWPSCAN  |[STAJ4EEEiE AP
AT+CWPSTOP  |[STAI{Z1HF3$4
AT+CWRSST [STAJZRER ZRIRSST
AT+CWJAP [STAl &t wifiiE#EFE S
AT+CWJAPA [STATWPA/WPA2 PSKiEiE, J1E
AT+CWJAPA3 [STAIWPA3 wifiZfE
AT+CWCAP [STAlE#3] L RTEC B 4 A9AP
AT+CWQAP [STAI BT FF HRTAPIE
AT+CWROAP [STAJFF4R/ 15 1L 78
AT+CWROTH [STA]i& BRSSTE M H1E
AT+DISSTA [STAJIRBRABXFSTA WIFIHMY, OR XA LB BahiERE, 1XHLE
BN BahiEsE
AT+CWENTAP [STAJ & B A W AP




AT+CWENTLI [STAJi& & Ak B3R ID/PWD

AT+CWDEFAP [AP]BCE ABINSEAIAP

AT+CWSAP [APJ#R{EAPIRT,

AT+CWOAP [APJ¥TFTAP

AT+CWIAP [AP]XAIAP

AT+CWRAP | [AP]E ZAP

AT+CWLCST  |[APJZKEREZEZEMSTAER
AT+CWAPPROT |[AP]iZ BEAPRYIEEE 802. 11 Wi-Fit&=

0

AT+CWAPCH |[AP]i& BAPHY{EE

AT+CWAPBI  |[AP]i&EAP Beacon [&]fg
AT+CWAPUI  |[AP]#EERAPAR T TN i B ik s W B B .
AT+CWAPRT  |[AP]i&EAP RTSEE (\RIFT) .
AT+CWAPDE  |[AP] (a3 2 A9 3h = & 3% I IEDA
AT+CWAPDI  |[AP] (a3 #M9 T VEh &k MR BR S BA A,
AT+CWWMM  |[APTFTFF/ 3 WMV,

AT+CWWMP  |[APJ#TFF/ S FWMM-PS (WMM55¢)
AT+CWDHCPC | 23)/{%1EDHCPE A i
AT+CWDHCPRA 1% &EDHCPAR %528 49 1P iIESE

NG

AT+CWDHCPLT 1% EDHCPRR &2 IPFAFET[E] (IXFD AR
AT+CWDHCPIP R 7EEMDHCPE FinHIER
AT+CWDHCPS  |[25)/{% 1L DHCPRR 557

6. 2B TNRE IR A

6.2.1 AT+CWMODE-ZE /%8 Wi-Fi &1

1< EWIES: REES!

AT+CWMODE=? AT+CWMOE=<mode>




OK

+CWMODE:<mode> OK

<mode>:
> 0. Stationt==,

> 1.0 SoftAPARR
> 2. SoftAP+StationtE T

w & _ EEARINASTAEL,

Wi-FitR R i EENVRAM
EFEAN, TEETEIES

OK

OK

AT+CWMODE=1

AT+CWMODE=?
+CWMODE:1

6.2.2 AT+CWMAC #&if/i%E MAC it

EWEL BEHES:
AT+CWMAC=? AT+CWMAC=<mac>

OK

+CWMAC:<mac> OK

<mac>: FPmactiiit, |&E—HABEAER.

BRAMACHIEFEENVRAMA, BEEFBNRF L LK
RFE=FhRBAMACHLLE, EERIT: EIBMACHEHE. I FMAC
k. OTP MACHbHE

LIREAPE N TEIMACHIERS, EREAES AFIMACHEIE+1

OK

AT+CWMAC=EC:9F.0D:8E:FA:62




AT+CWMAC=? ;In STA mode

+CWMACEC:9F:0D:8E:FA:62

AT+CWMAC="? :In Soft-AP mode

+CWMAC::EC:9F:0D:8E:FA:63

6.2.3 AT+CWSPFMAC % & #iIR MAC Huiit

WEIES:
AT+CWSPFMAC=<mac>

OK

® <mac>: HIRmaciillt, mE—{FLAHEEEN.

o HIBMACHIUETFAATENVRAMA, BEEH MR GA LR

o RHE=MRBIMACHIE, LRI T BIRMACHLE . A AMAC
ik, OTP MACHHE

® LEAAPIEI TEEMACHIERT, BREAES ANFIMACHEIE+1

® AT+CWMAC=? Z&< o BT REHRMACHIE, B AZHGSAR
ZREN

AT+CWSPFMAC=EC:9F.0D:8E:00:62

OK

AT+CWMAC=? ;In STA mode
+CWMAC:EC:9F.0D:8E:00:62

AT+CWMAC=? :In AP mode

+CWMAC:EC:9F:.0D:8E:00:63




6.2.4 AT+CWOTPMAC & MAC it 5 A\ OTP

REHES
AT+CWOTPMAC=<mac>

OK

® <mac>: HIEmaciiilt, BE—HfIHBEER.

® HMIRMACHIIFTFHEAENVRAMAE, BEEH BHNEGF AN

® MROTPHAIIEMACHUERE, NiZMHER TR

® OTPHBEMNMMACHURE T A, o AL ZHEAXROTP
MACH#hiE, OTP MACHIEINEE—XE N AA

o RHE=FMRBHIMACHIE, LRI T FIRMACHLE . A FAMAC
ik, OTP MACH4IE

® AT+CWMAC="? izap< o] T EEOTP MACHEHE, B AiZar<R
ZHER

® NEAAPIEI TEEMACHIERT, BREAES ANFIMACHEIE+1

® OTPREEBEA—R, —MRABELEZMIE

AT+CWOTPMAC=EC:9F:0D:8E:00:60

OK

AT+CWMAC=? ;In STA mode
+CWMAC:EC:9F.0D:8E:00:60

AT+CWMAC=? :In AP mode

+CWMAC:EC:9F:.0D:8E:00:61




6.2.5 AT+CWSTA Z5if STA BHEE

AT+CWSTA

+CWSTA:<status>
<status> 1 (%), 0 (KiEE)

MRERAPIRN Tz TS, NWREER (-100)

AT+CWSTA
+CWSTA:0
OK

6.2.6 AT+CWSTAT %H WIFI (§ 8

AT+CWSTAT

+CWSTAT: <Wi-Fi interface><var>-

MRAEMAPER TE TS, MIREER (-100)

AT+CWSTAT ; STARIER
+CWSTAT:sta0

mac_address= ec:9f.0d:9f:fa:64
wpa_state=DISCONNECTED
disconnect_reason=0

OK

AT+CWSTAT o APKIERE
+CWSTAT:softapl
mac_address=ec:9f:0d:9f:fa:65




wpa_state=DISCONNECTED
disconnect_reason=0

OK

AT+CWSTAT ; STAEZ
+CWSTAT:sta0
mac_address=ec:9f:0d:9f:fa:64
bssid=70:5d:cc:32:15:32
ssid=MY_AP_SSID

id=0

mode=STATION
key_mgmt=WPA2-PSK
pairwise_cipher=CCMP
group_cipher=CCMP
channel=3
wpa_state=COMPLETED

OK

6.2.7 AT+HCWCOUNTRY Zif/i& EERNHE

EWIES: REES!

AT+CWCOUNTRY="? AT+CWCOUNTRY=<code>

+CWCOUNTRY:<code> OK or ERROR
OK

* <code>:

> BERKHE (HISO 3166-1 alpha-24rEE X) - FI40KR,US,JP,CN

FATTHERKED.

® & _ EEBEARINASTAEL,




® Wi-FilRFEZENVRAMA
0 EEAY, ZFEEFRIERS

AT+CWCOUNTRY=CN
OK
AT+CWCOUNTRY=?
+CWCOUNTRY:CN

OK

6.2.8 AT+CWSCAN #3#§ AP

AT+CWSCAN

+CWSCAN:<bssid><\t><frequency><\t><signal
strength><\t><flag><\t><ssid><LF>--

TERRBAPHIE R T o8& FE K SSID

AT+CWSCAN
+CWSCAN:70:5d:cc:32:15:32 2422 -30 [WPA2-PSK
CCMP][WPS][ESS] IPTIME_N604BLACK_ERIC
b4:a9:4.62:39:46 2422 -32 [WPA-PSK
CCMP+TKIP][WPA2-PSK-CCMP+TKIP][WPS][ESS]
SK_WiFiGIGA3943

OK

6.2.9 AT+CWPSCAN ZREUEESMEIWANEAMER

AT+CWPSCAN=<channel time limit>,
<ch>..<ch>




BSSID Wi-Fi_Channel RSSI SSID Security Type

<channel time limit > : BEAEEIRT (B2
#B133000098F))
<ch>: MK (MO0F14)

Blgn, FIXEE <ch> hBAZSISE., (OUFRTAAEE)

AT+CWPSCAN=120000,1,3,5

70:5d:cc:8b:49:8e 2412 -47 Gen_Port_».5_AP [WPA2-
PSK-CCMP][WPS][ESS]

72:5d:cc:c0:9a:c4 2412 -47 IPTIME_A3004NS-M_Bell
[WPS][ESS]

+PSCAN:TIMEOUT

6.2.10 AT+CWPSTOP (=135

AT+CWPSTOP

OK or ERROR

AT+CWPSTOP

OK

6.2.11 AT+CWRSSI 3kEX % 7] RSSI




+CWRSSI  value

MR AR EZEEIRE “+RSSINOT_CONN’

AT+CWPSTOP
OK

6.2.12AT+CWJAP £ wifi EiEIES

EWIES:
AT+CWIAP=?

BEES:
AT+CWIJAP=<ssid>[,<key>][,<hid
den>]

(sec=0|5)

AT+CWIJAP=<ssid>,<sec>,
<idx>,<key>[,<hidden
>]

(sec=1)

AT+CWJAP=<ssid> <sec>,
<enc>,<key>[,<hidde

n>]

(sec=2|3/4/6|7)

If Wi-Fi connection is success :

If Wi-Fi connection is failed :
ERROR:-425 (No SSID found)

+CWJAPA:'<SSID>’,'<Passphrase>’

OK or ERROR

BfEE R
+CWJAP:<OPS_RESULT>[,'<SSID>’",’<|
P_ADDRESS>’]
+CWJAP:<OPS_RESULT>,<REASON>
,[<REASON_CODE>]

<OPS_RESULT> : 1 (SUCCESS), 0
(FAILED)

<ssid>: AP SSID.

<sec>: %411 0 (OPEN), 1 (WEP), 2 (WPA), 3 (WPA2),
4 (WPA+WPA?2) ), 5 (WPA3 OWE), 6 (WPA3 SAE), 7 (WPA2 RSN




& WPA3 SAE)

<idx>: Key index for WEP. 0~3

<enc>: Encryption. 0 (TKIP), 1 (AES), 2 (TKIP+AES).

<key>: Passphrase. 8 ~ 63 characters allowed.

<hidden>: 1 (<ssid> is hidden), 0 or [not specified] (<ssid> is NOT
hidden)

® T Hl N4 4 & OKE ERRORA Operation fi 8 % 15 OK,
+CWIAP:1, '<SSID>', <IPHii>i&#E Tl

o RIBWLIRN, CTRERER AT A ALK BRIELERBTRIBERE

® ETHTEASEFNBINRSE

o APECESH (APRREX) FHEAENVRAMA

AT+CWJAP=MY AP SSID, 0

; Open security

OK

+CWJAP:1, 'MY AP SSID',192.168.43.32
AT+CWJAP=MY AP SSID,0,1

; Open security + hidden SSID

OK

+CWJAP:1, 'MY AP SSID',192.168.43.32
AT+CWJAP=MY AP SSID,1,0,12345

; WEP security

OK
+CWJAP:1, 'MY AP SSID',192.168.0.7
AT+CWJAP=MY AP SSID,1,0,12345,1

; WEP + hidden AP

OK
+CWJAP:1, 'MY AP SSID',192.168.0.7
AT+CWJAP=MY AP SSID,4,2,N12345678 ; WPA2 security
OK
+CWJAP:1, 'MY AP SSID',192.168.0.7
AT+CWJAP=MY AP SSID,4,2,N12345678,1
; WPA2 + hidden AP

OK
+CWJAP:1, 'MY AP SSID',192.168.0.7
AT+CWJAP="?
+CWJAP:'MY_AP_SSID',4,2,'N12345678'

OK




6.2.13AT+CWJAPA WPA/WPA2 PSK %, H{E

EHIES: AT+CWIAPA=<ssid>[,<key>][,<hidd
en>]

AT+CWIJAPA=?

WRwifi B T OK or ERROR

+CWJAP:'<SSID>’'<Passphrase>’ PR R

WIRwifilEE R +CWJAP:<OPS_RESULT>[,<SSID>’,<I

ERROR:-425 (No SSID found) P_ADDRESS>']

+CWJAP:<OPS_RESULT>,<REASON>
J[<REASON_CODE>]

<OPS_RESULT> : 1 (SUCCESS), 0
(FAILED)

MR <key>{F{E, MZAWCNWPA+WPA2, % NTKIP+AES.

IR AE g <key>, N7z 4 P JOPEN.

<hidden>: 1 (<ssid> M) . 0K E] (<ssid>}ynot hidden) wE
BiiE T <hidden>, M| <ssid> A Baji.

<ssid>: AP ssid.

<key>: WIJHIE. AVFBHIGINTIH

F WL % 13545 £ 1 & OK 5 ERROR # Operation f§ £ 1 OK,
+CWIAP:1, '<SSID>', <IPHbi > Ih

RIFEMLRI, TREFREEL N B A SERGRIFERBTAERNERE
ET G SERARENBNRS

APRLES L (APECEXF) FFETENVRAMA

AT+CWJAPA=MY AP SSID




J Open security

OK
+CWJAP:1, 'MY AP SSID',192.168.43.32
AT+CWJAPA=MY AP SSID,1

J Open security + hidden SSID

OK
+CWJAP:1, 'MY AP SSID',192.168.43.32
AT+CWJAPA=MY AP SSID,N12345678

s WPA2 securrty

OK
+CWJAP:1, 'MY AP SSID',192.168.43.32

AT+CWJAPA=MY AP SSID,N12345678,1 ; WPAZ2 security + hidden AP

OK
+CWJAP:1, 'MY AP SSID',192.168.43.32
AT+CWJAPA="?

+CWJAPA: 'MY AP SSID', 'N12345678'

OK

6.2.14 AT+CWJAPA3  [STA|EE WPA3 wifi &

R GIEI R AT+CWIJAPA=<wpa3_flag>, <ssid
AT+CWIJAPA3="? > [,<key>][,<hidden>]
W R wifidde HE s T OK or ERROR
+CWJAP:'<SSID>’,'<Passphrase>’ FiEgh R
WRwifiE R +CWJAP:<OPS_RESULT>[,<SSID>’,<I
ERROR:-425 (No SSID found) P_ADDRESS>']
+CWJAP:<OPS_RESULT>,<REASON>
,[<REASON_CODE>]
<OPS_RESULT> : 1 (SUCCESS), 0
(FAILED)




<wpa3_flag>: WPA2/wpa3 APK7,

WE M1, WWPA3-AP , W H0, WWPA/WPA2-AP.

MR <key>{F{E, MZAWCNWPA+WPA2, % NTKIP+AES.
nARB S <key>, W24 ¥l JOPEN.

<hidden>: 1 (<ssid> MBI . 08{[AFEE] (<ssid>Anot hidden) fIH
BHg T <hidden>, N <ssid>RF#E.

<<ssid>: AP ssid.

<key>: WHBALIE. fUVF8HI63/MF4F

® T H N4 4K OKa ERRORFI Operation fJF B % 1F 0K,
+CWIAP:1, '<SSID>', <IPHbdl>¥EHE A T

o RIEMLZR, TTREEE SN KRG RIELERABTRIERE

® EHUGLEASEFBHRSE

® APECESE (APRLEXM) TFHEZENVRAMA

AT+CWJAPA3=0, MY AP SSID

; Open security

OK
+CWJAP:1, 'MY AP SSID',192.168.43.32

AT+CWJAPA=MY AP SSID,1 ; Open security + hidden SSID

OK
+CWJAP:1, 'MY AP SSID',192.168.43.32

AT+CWJAPA=0, MY AP SSID,N12345678 , WPAZ2 security

OK
+CWJAP:1, 'MY AP SSID',192.168.43.32

AT+CWJAPA=MY AP SSID,N12345678,1 ; WPA2 security + hidden AP

OK
+CWJAP:1, 'MY AP SSID',192.168.43.32
AT+CWJAPA="?
+CWJAPA:'MY AP SSID', 'N12345678'

OK

AT+cwJAPA3=1,WPA3 AP SSID,; WFPA3-OWE




OK
+cwJAP:1, '"WPA3 AP SSID',192.168.0.2

AT+cwJAPA3=1,WPA3 AP SSID,N12345678 ; WPA3-SAE security

OK
+cwJAP:1, '"WPA3 AP SSID',192.168.0.2

AT+CWJAPA3=1,WPA3 AP SSID,N12345678,1 ; WPAZ-SAE + hidden AP

OK
+CWJAP:1, '"WPA3 AP SSID',192.168.0.2
AT+CWJAPA3="?
+CWJAPA3:'MY AP SSID', 'N12345678"'
OK

6.2.15AT+CWCAP HEEF MPEETH AP

AT+CWCAP

OK

APECE XM SN FETNVRAMA
® APHELE MO BURIT & 1 “AT+CWIAPA" S “AT+WWIAP" 17 i 7

NVRAM A 54>
® INRILAZFIAPECE X, DA16200 (DA16600) iR[EIERE (-503)
® IIEDA16200 (DA16600) BELZ5APERE, MHREEIR (-460)
AT+CWCAP

OK

+CWJAP:1, "MY. AP SS/D',192.168.0.7

AT+CWCAP
ERROR:-503

; Connect to AP fail. (e.q., No AP profile found)

AT+CWCAP
ERROR:-460

; Already connected




6.2.16 AT+HCWQAP HBIFFY4 | AP EE

AT+CWQAP

OK or ERROR

WRE SAPHITERE, NAREREER

AT+ CWQAP
OK

6.2.17AT+CWROAP ZEif/1% B8]

EWEL WEEL!
AT+CWROAP=? AT+CWROAP=<roam>

+CWROAP:<roam> OK

OK

<roam>: 1 (run), O (stop).

® ItinS B R B, BIHEE B

AR HEMENSE (REAAT+CWROTH, -65by) . fRi&
DA16200 (DA16600) #%iZZ|I—AP, FHEXHEHMAFHEIIERK
AP

DA16200 (DA16600) EFEHISSIDAZL 4% B . YE5DA16200 (DA16600)
R RIE R IAPIIRSSHE R T8 E(E, Wz

HE, NekzEZZIEFESRSS (HESSIDFZ2M) AP,
PUES

IMRFHREM, DAL6200 (DA16600) HEFEHYIREIFAIAP, TR




T E RS

® L <BNF>RENIN, BINERFHRIRSHFHEENVRAMAE, FH
p=gicd

LRFEFMBNREZINSE, BBRIZERE. MR <EKF> A0
MNVRAM R #5 B8 AR S 7t B 2 A8

® DPMARR AR #5 I 8i. Fit, EAGSREDPMIER
‘AT+DPM=1"2 " B a8 i trnis

AT+CWROAP=1
OK
AT+CWROAP=0
OK
AT+CWROAP="?
+CWROAP: 1
OK

6.2.18AT+CWROTH  Zif/i% & RSSI ;B &

EWEL: WEES!
AT+CWROTH=? AT+CWROTH=<rssi>

+CWROAP:<roam> OK

OK

<roam>: JB2iFHE (MOZ|-95dBm) .

o iy K8 HES ANVRAM
® UAT+CWROAP=1Lizf7H, FHFMNEERREHR

AT+CWROTH=-55
OK
AT+CWROTH="?
+CWROTH:-55
OK




6.2.19AT+DISSTA ZifH/IHBERXHF STA WIFI

EWEL: WEEL!
AT+CWDISSTA=? AT+DISSTA=<disabled>

+DISSTA:<disabled> OK
OK

<disabled>: 1 (Kf{EH) , 0 (BEFEH) .

® BWi-Fi STARCEXHRENRER. WRREANL, DA16200
(DA16600) BASEEH BB FRERETILEMNAP, K KE
R RS EENVRAMA

® IZIRETES|SIRFFMDALE200 (DAL6600) , XERE RS

o TEBHREI

AT+CWDIS="?
+CWDIS:1
AT+CWDIS=1
OK

OK

6.2.20 AT+GETFASTCONN 3KEX Wi-Fi tRi% & $iE iE 8 =
REE

AT+GETFASTCONN

+GETFASTCONN:<0|1>

AT+GETFASTCONN
+GETFASTCONN: 0

OK




6.2.21 AT+SETFASTCONN J3 fi/& f Wi-Fi (RiE E &
L EN

AT+SETFASTCONN

OK

AT+SETFASTCONN=1
OK

6.2.22 AT+CWDEFAP % EBRINSH AP

AT+CWDEFAP

Response: OK or ERROR (reboot)

AT+DEFAP
OK
+INIT:DONE,1

NVRAMAEYER B EC & XA EGHRMBR, FHEABIARERE AP
K. BEVHRUAPEND, REBENEHEI.

o FIAECLE:

0 SSID:DA16200 (DA16600) XXXXXX (f5l%A, 9FFCF3: HRMACH:
HE B R = AR I E)

o BHIE: WPA2/CCMP

o IPHifE: 10.0.0.1




ML #FD: 255.255.255.0

Gateway: 10.0.0.1

PSK:12345678

DHCPRR =5 E /B30,

-DHCPSEE: 10.0.0.2-10.0.0.11

-DHCP DNS:8.8.8.8

BEREEIRS, I MEHAT+CWSAPHI/E{AT+CWDHCPRANG

6.2.23 AT+CWSAP-ECE Softap B IS

FigE: REES
AT+CWSAP=? AT+CWSAP=<ssid>,<sec>,
<ch>,<code>

(sec=0|5)

AT+CWSAP=<ssid> <sec>,
<enc>,<key>,

<ch>,<code>

(sec=2|3/4|6|7)

+CWSAP=<ssid>,<pwd> <chl> < | OK=ZERROR

ecn>,<max conn>,<ssid hidden>

<ssid > AP ssid,

<sec>: REWIN. 0 (FTF) . 2 (WPA) . 3 (WPA2) . 4
(WPA+WPA2) ) , 5 (WPA3 OWE) , 6 (WPA3-SAE) , 7 (WPA2 RSN&
WPA3-SAE)

<enc>: A%, 0 (TKIP) , 1 (AES) , 2 (TKIP+AES) .

<key>: HLIRIB. RIFEI6INFF.

<ch>: #EBE (TTiE) . BIAMENISRERNE

B (MRKAPIEHEETT) ©




<code>: EFAMRMAM (Tik) . MBRFE, <ch>BUFRTHH.

RAPECESHFEENVRAMA

® NMRGSRASTAERTREN, WHEEEFH BahF EINKAPER
B,

(MMRFSERERAPRIXTRLEN, WABREEHBHIERS)

® ‘. " (25) BAESSIDFHES, BAESISESSIDIEER
ics

AT+CWSAP=DA16200 MY SSID,0,1,KR ,; Open-Mode

+CWSAP:DA16200 MY SSID

OK

AT+CWSAP="?

+CWSAP: 'DA16200 MY sSSID',0,1,KR
OK

AT+CWSAP=DA16200 MY SSID,3,1,12345678,1,KR ; WFA2-AES

+CWSAP:DA16200 MY SSID

OK

AT+CWSAP="?

+CWSAP: 'DA16200 MY SSID',3,1,'12345678',1,KR
OK

AT+CWSAP='DA16200,MY SSID',3,2,'12345678',1,KR , WFA2-AES

+CWSAP:DA16200,MY SSID

OK

AT+CWSAP="?

+CWSAP: 'DA16200,MY SSID',3,1,'12345678',1,KR
OK

6.2.24 AT+CWOAP [AP|ITFF AP

AT+CWOAP

OK or ERROR

® THRAPER TETTILH S
® MIENVRAMAUEABE M, WREER (-522)




® #13RDA16200 (DA16600) EEA#APIzTT, NIREFEIR (-522)

AT+CWOAP
OK

6.2.25AT+CWTAP [AP|%[H AP

AT+CWTAP

OK or ERROR

HERAPRA TIBTH, eSHEN

AT+CWTAP

OK

6.2.26 AT+HCWRAP [AP|EE AP

AT+CWRAP

OK or ERROR

o xS THIRAPER THX
® WMERA T EuhiER T4, DA16200 (DA16600) H5iR [E 5= (-100)

AT+CWRAP
OK

6.2.27 AT+CWLCST [AP|3 BB EiE ) STA 54

AT+CWLCST

+CWLCST:<mac><LF><flags><LF><var>...




NREAEEI S, MDA16200 (DA16600) jR[E
“+CWLCST:NOT_FOUND”

+CWLCST:a6:f2:7c:d4:53:1c
flags=[AUTH] [ASSOC] [AUTHORIZED] [SHORT PREAMBLE] [WMM] [MAYBE WP
S][HT]

aid=1

capability=0x421
listen_interval=10

wifi mode=802.11n

timeout next=NULLFUNC POLL
rx_packets=290

tx packets=4

rx _bytes=29625

tx bytes=10658

inact cnt=0

connected time=20

sta count=1

OK

AT+CWLCST

+CWLCST:NOT_ FOUND

OK

6.2.28 AT+CWAPCH[AP|IX & AP HI{51&

EEIES: BRERFS
AT+CWDISSTA=? AT+DISSTA=<disabled>
+DISSTA:<disabled> OK

OK

<disabled>: 1 (KfEH) , 0 (EFH) .

® EWi-Fi STARCEXMHREAARFER. MRKXEHL, DA16200
(DA16600) BASTEEFH B FIHEZEIRENAP, L KE
B RS EENVRAM A

® ZIREASISIT IR NIDALI6200 (DA16600) | XEKEZR S

o TEEHEI




AT+CWDIS="?
+CWDIS:1
AT+CWDIS=1
OK

OK

6.2.29 AT+CWAPBI [AP]i%E AP Beacon [g]fg

ERIES:

AT+CWAPBI=?

wWEES:

AT+CWAPBI=<interval>

+CWAPBI:<interval>

OK or ERROR

<interval>: Beacon [8][& (ms).

® [FLEFEANVRAMMA
0 TESFHEIMAZAREEN

AT+CWAPBI=200
OK
AT+CWAPBI="?
+CWAPBI:200
OK

6.2.30 AT+CWAPUI [AP|FE3R AP R TR B ¥ R BT BT

EWEIES:

AT+CWAPUI=?

REES!

AT+CWAPUI=<timeout>

+CWAPUI:<timeout>

OK

(M30%186400, H4=10)

AR A0, MEMIAE (300%) .

<timeout>: WiFZEZBER () .

® ZEIETEMMBEA, WMERSTARE XKIETEm, NEAPEIENULLE




BEEIHEZ SR, IS ESTANARED) . MERFWEIRESTA,
RAPHIBRIZSTA

® FEFMEAENVRAMA

® FTEEHRNRFS LN

AT+CWAPUI=60
OK
AT+CWAPUI="?
+CWAPUI: 60
OK

6.2.31 AT+CWAPPROTO [AP] %X & AP Hy IEEE 802.11
Wi-Fi {21

R BREEL:

AT+CWAPPROTO=" AT+CWAPPROTO=<mode>

<mode>: 0 (B/G/N), 1 (G/IN), 2 (B/G), 3 (N), 4 (G), 5 (B)

o FEFBANVRAME
0 TEBWENREZSREN

AT+CWAPPROTO=0

OK

AT+CWAPPROTO=?

+CWAPPROTO:0

6.2.32 AT+CWAPRT [AP]iZ & AP RTS F{EH (/\pFiFH5)

EFEIEL: wEIES:
AT+CWAPRT=? AT+CWAPR T=<threshold>




+CWAPRT:<threshold> OK

<threshold > : RTSEE (M1%2347)

® MRELIXKTIEENRTSEERM, RIRTS/CTSMUE 5 &%
REZHRERME. FRINERLT, RTSHI{EA2347

® FEEFMEAENVRAMA

® TEBHRNRFLELEN

AT+CWAPRT=2100
OK
AT+CWAPRT="?
+CWAPRT:2100
OK

6.2.33 AT+CWAPDE [AP][a) & #8935 5 & 3% K IAUE DT

AT+CWAPDE=<mac>

OK or ERROR

<mac>: EZEu S AImacibit

® TERAPRN ML

o ZUPKRBEREXIUEZMEILASTARMACH 1 £ A a5 <
“AT+CWLCST i1

o MRBUEARKI (B, EET HIRNMACHIH) ZELER
(+CWDST:<mac_addr>) KH3I1

AT+CWAPDE=E6:0D:E5:A5:5D:B3
+CWDST:e6:0d:e5:a5:5d:b3
OK




6.2.34 AT+CWAPDI [AP][a3EZER T M3k & X RRER < BL I

AT+CWAPDE=<mac>

OK or ERROR

<mac>: EEIL S Amacitit

® HHAPRITEALHS
o EUPDKBEXREIUESMEIEMNSTARNMACH I B a5 <
“AT+CWLCST it
® MRBERMI (Hlm, HEETHIRAMACHIL) EBEER
(+CWDST:<mac_addr>) KL

AT+CWAPDE=E6:0D:E5:A5:5D:B3
+CWDST:e6:0d:e5:a5:5d:b3
OK

6.2.35AT+CWWMM  [APIFTFF/% 1 WMM

EWIES: REES!
AT+CWWMM=? AT+HCWWMM=<wmm>
+CWWMM : <wmm> OK

<wmm>: 0 (off), 1 (on).

[ INBERT, WMMATF BRRES. MRBHATWMM, E5:/
EMRsp/AssochitF EEWMMIE B . WMMTEACZ 7 L /B QoS
° B B 7 fEZENVRAM FR

AT+CWWMM=1
OK

AT+CWWMM=

+CWWMM: 1 OK




6.2.36 AT+CWWMP [AP|¥TFH/% A WMM-PS (WMM T5§¢)

BigES! REES!
AT+CWWMP=? AT+CWWMP=<wmmps>

Response: +CWWMP:<wmmps> OK or ERROR

<wmmps>: 0 (off), 1 (on)

® EINERT, WMM-PSTFEZARE. HRWMM-PSEEA, T
S5/ M BERsp/Assoc Rsp MEXAP & X A9 Mt 2B U-APSDARE IR
B, TFWMMFAIWMM-PSSTAR N 3 5WMMFIWMM-PSIAUE

o FLEFBANVRAME

AT+CWWMM=0
oK
AT+CWWMM=?
+CWWMM:0
oK

6.2.37AT+CWDHCPC #if/i%E DHCP & P iR

ENCEEE S BEIES:
AT+CWDHCPC=? AT+CWDHCPC= <dhcpc>

JBEN/{% 1 DHCPZ i
+CWDHCPC:<dhcpc> OK

<dhcpe>: 0 (15 1), 1 (JH3ht)

b e S EIERIAPIRE R

AT+CWDHCPC=1

OK




AT+CWDHCPC=?

+CWDHCPC=1

OK

6.2.38 AT+CWDHCPRANG Zif)/i% & DHCP JRE356) IP
Hu ikt El

BigES! RERFS
AT+CWDHCPRANG=? AT+CWDHCPRANG=<start_ip>,<en
d_ip>

+CWDHCPRANG:<start_ip>,<end_ip | OK or ERROR

>

<start_ip>: DHCPARE S ECHIZiRipHbLt,
<end_ip>: DHCPHRS 2/ ECAYLE Ripth it

TEHAPER TFERAL <

B H B 2IDHCP R %5 %8 (AT+RSTEL
AT+CIPDHCPS=0>AT+CIPDHCPS=0)
o B B A2

AT+CWDHCPRANG=10.0.0.2,10.0.0.11
OK

AT+CWDHCPRANG
+CWDHCPRANG:10.0.0.2,10.0.0.11

OK

6.2.39 AT+CWDHCPLT % & DHCP JR& 249 IP FH A g
(AT A 1)

RS REER:
AT+CWDHCPLT=<lease_time>



AT+CWDHCPLT=?

+CWDHCPLT:<lease_time> OK or ERROR

<lease_time > : IPFEFARYE] (A60FPZEI86400F))

ERAPER T FEALLGS

7 ZLHHT I SIDHCP R 55 4% (AT+RSTHK
AT+CWDHCPS=0>AT+CWDHCPS=0)
5 B R AR 5

AT+CWDHCPLT=1800
OK

AT+CWDHCPLT =?
+CWDHCPLT:1800

OK

6.2.40 AT+CWDHCPIP B7riEiER DHCP &EFigI{E R

AT+CWDHCPIP

OK or ERROR

OK or ERROR
TEOKMIE LT, LA i B2 OKZ i H 31
+CWDHCPIP:<mac_addr_1>,<ip_addr_1>;<mac_addr_2>,<ip_addr

TEDHCPER &SR3 iz 7R FLlL 7%

AT+CWDHCPIP
+CWDHCPIP:80:35:¢1:79:¢1:da,10.0.0.2
OK

// WADHCPE Fimdb THERRTS
AT+CWDHCPIP
+CWDHCPIP:80:35:¢1:79:¢1:da,10.0.0.2;b4:f1:da:b4:27:11,10.0.0
3

OK

/I RTF{EDHCPE i

AT+CWDHCPIP

ERROR:-622 /5B & FimikEiE




6.2.41 AT+CWDHCPS JEz#i/{E1F DHCP R&E 28

R BREEL:

AT+CWDHCPS=? AT+CWDHCPS=<dhcpd>

AT+CWDHCPS=<dhcpd>,
<start_ip>,<end_ip>,

<lease_time>

+CWDHCPS:<dhcpd> OK or ERROR

<dhcpd>: 0 (stop), 1 (start).
<start_ip>: DHCPE Fummyicihiptbilt.

<end_ip>: DHCPE FixHILERipHbilt.
<lease_time > : IPFEAARTE] (BJiE, UFPABAL, BEKIAA
1800)

aT+CWDHCPS=1

OK
aT+CWDHCPS=1,10.0.0.2,10.0.0.10,1800
OK




7 TCP/IP X<

7.1TCP/IP 35S —5K

Be Eiiipr

AT+CIPIP 1% & IPHbIE

AT-+CIPDNS 1% B STARE O AYDNSBR & 22 I PHb HE

AT+CIPDNS2 R ESTAE O A2 DNSIR 528 1Pt

AT+CIPDOMAIN 2 & FRIKEE A IPHbdt

AT+PING PING 3z

AT+CIPSNS 1% B SNTPAR 55 =5 IPHh 4IF /15 4

AT+CIPSNS1 {EFBEAT+CIPSNS, & B & FSNTPRR & [PHh il /45 &

AT+CIPSNS2 {E A BRAT+CIPSNS, & B & FSNTPRR S8 1Pl /15 &

AT+CIPSNUP WESNTPE FusEH AR (IUF A BAL)

AT+CIPSNTP BE/{E1ESNTPE P,

AT+CIPSNTPI {# FIRIAT+CIPSNTP

AT+CIPSNTP2 {# FBJAT+CIPSNTP

AT+CIPSERVER  FTHTCPRRGHBREREF

AT+CIPSTART  [{THICPE PinEEF I E & EI TCPAR 5578

AT+CIPUDP FTFUDPEEF

AT+CIPUDPR  REBUDPEZEFMIZEIPFIHKO

AT+CIPSEND Widsocket KIXEIE

AT+CIPINFO BILCIDR SRS

AT+CIPINFOALL #HEBFFESIEER

AT+CIPCLOSE  [BiICIDXHLIR

AT+CIPCLOSEALL %FELIE

AT+CIPSAVE ¥ B S1ERIRTSRFRINVRAM,

AT+TCPDATAMOD 1% & UL A TCPE IR AR T
E




7.2TCP/IP 35415 AF

<CID>¥#HR, CID @I socket EEEDIHHN— MRS, BEBI=A CID & EH
CID%S 0 (TCPRRSE®R) . 1 (TCP&EFus) « 2 (UDP) MENEHERS . RIBEFT
FF TCP/UDP £iEMIIRFE D ECM 3 FFEEE93T CID, N8R TCP client Wi EEERINEEX
XA EEBMNINEIZS] Server, RAASHEH CID,

7.2.1 AT+CIPIP & E IP Huilt

FEIES: BERES
AT+CIPIP=? AT+CIPIP=<iface><i p_addr>,
<netmask>,<gw>

+CIPIP: OK or ERROR

<iface>,<ip_addr>,<netmask>,<gw>

<iface>: WLAN¥:O, 0 (WLANO, STA) , 1 (WLAN 1, #XAP)
<ip_addr>: ipHhiit,

<netmask > TR,

<gw>: Rk,

FEHRAPER T, EUPHiE, DHCPRRSG#SEEMR A

E TR r Pt Ry E BB FTEH . £MAT+CIPDHREHE X
JEFTAT+CIPIPJZ #IDHCP AR &5 855thSE

® EHAPHERT, MMEEDHCPRSHBTHIPRELLE T FH,

T 24 548 FAAT+RST AT+CIPDHCPS = 0>AT+CIPDHCPS=1%5 & & 7 /3
FIDHCPRR&528%

AT+CIPIP=0,192.168.0.100,255.255.255.0,192.168.0.1
OK

AT+CIPIP
+CIPIP:0,192.168.0.100,255.255.255.0,192.168.0.1
OK

At+CIPIP=?
+CIPIP:0,192.168.0.100,255.255.255.0,192.168.0.1
OK




7.2.2 AT+CIPDNS/CIPDNS2 % & STA ##J DNS fR&=%

IP bk
BifEL: BEES:
AT+CIPDNS=? AT+CIPDNS=<dns_ip>
+CIPDNS:<dns_ip> OK or ERROR

<dns_ip>: dnsPR&-a8ipHbit

JASRAT+CIPDNS=7 ZEDHCPRT TiZ17, EMDHCPIR[EIDNS IPHiIF
IREEER, TR E#EFAT+CIPDNS=<DNS_IP>1& B F{ETDNS IPHiIt .
Bix. WSRABDHCP, MTTMIRE-7 (“EER S REE")
WA R B4R

® (NRAT+CIPDNS=? HFSIPEIATETE, EMN

ABTE T BRINE fTHIAT+CIPDNS=<dns_ip>

@ {EAT+CIPDNS=<dns_ip>7EDHCPER TizfT, FEEXEAEF
£3

BAIPEN, FEEFRIRSR

AT+CIPDNS=8.8.8.8
OK

AT+CIPDNS =?
+CIPDNS:8.8.8.8
OK

7.2.3 AT+CIPDOMAIN 153 f#4fr

AT+CIPDOMAIN=<name>

+CIPDOMAIN:<ip>

<name>: 1HH




AT+CIPDOMAIN=www. Renesas Electronics-semiconductor.com
+CIPDOMAIN:54.192.175.64
OK

7.2.4 AT+PING PING ix

AT+PING=<iface>,<dst_ip>, <count>

+PING:<sent_count>,<recv_count>,

<avg_time>,<min_time>,<max_time>

<npame>: %

<iface>: WLAN#ZO., 0 (WLANO) . 1 (WLAN1) .
<dst_ip>: B¥ripHiit,
<count>: ICMPH B E#HXEL

AT+PING=0,192.168.0.1,4
+PING:4,4,0,0,0
oK

7.2.5 AT+CIPSNS/CIPSNS1/CIPSNS2 & E SNTP R &
2% 1P Hbiit/i5 &

EFiFIES: REES:
AT+CIPSNS=? AT-+CIPSNS=<server_ip>
+CIPSNS:<sntp> OK or ERROR

<server_ip>: SNTPBREs=ipihit/iH &

BAFRKZTIEE=1SNTPIRS = MRAKESKRSREALREN




8, MIAPEERFT B RSNTPRR 5578
® NEKiEE, NEXEIARSNTPIRE =%

AT+CIPSNS=pool.ntp.org
OK

AT+CIPSNS=?
+CIPSNS:pool.ntp.org

7.2.6 AT+CIPSNUP &8 SNTP Z s EHH A (UF A8
fr)

CRIERS BB
AT+CIPSNUP=? AT+CIPSNUP=<period>
+CIPSNUP :<peri0d> OK or ERROR

<period>:SNTPZ Fin EHEH (M60FHE|129600
)

AT+CIPSNUP=86400
OK

AT+CIPSNUP=?
+CIPSNUP:86400

OK

7.2.7 AT+CIPSNTP/CIPSNTP1/CIPSNTP2 g =1 / & IE
SNTP & P i

EWIES: REES!

AT+CIPSNTP/CIPSNTP1/CIPSNTP2 | ATTCIPSNTP/CIPSNTPI/CIPSNTP2
=<sntp>,

=9 .
‘ <server_ip>,




<period>
MRFERAT LEREKIESRER

RERBEE-NSHHTT

+CIPSNTP:<sntp> OK or ERROR

<sntp>: 1 (FFR)
<server_ip>: SNTPARS#%iphilt (i)
<period>:SNTPE Fim EH AL (TJiE, #, EKIAH86400)

AT+CIPSNTP=0

OK

AT+CIPSNTP=1,pool.ntp.org, 86400
OK

AT+CIPSNTP
+CIPSNTP:1,pool.ntp.org, 86400
OK

7.2.8 AT+CIPSERVER¥JF TCP [R&E8BEEF

AT+CIPSERVER=<local_port>[,<max

allowed connection>]

OK (with ‘+CIPSERVER :***’, see Table 41 or ERROR.
Async message: CID(+CIPSERVER :<Assigned CID>)

<local_port>: EEFHAMIKEOS,
< max allowed connection > : T[i%, & & AFHE&ERATCPEIA




7.2.9 AT+CIPSTART 3#TH TCP B i EiESF I &EES
TCP fR55 2%

AT+CIPSTART=<server_ip>,
<server_port>[,

<local_port>]

OK or ERROR
Async message: CID(+CIPSTART:<Assigned CID>)

<server_ip>: EiHE]AITCPARS =5 AYipHbiLt.
<server_port>: TCPIR&E®BHHHE S,
<local_port>: EEFHNAMKOS (TiE, O

auto)

CIDZ&S0 (TCPRRSS#:) « 1 (TCPZFim) . 2 (UDP) ZMENEH
&S,

MIFHRRIFCIDRIZRITHTCPATEMIRF7 B Y.

©® B HIEECIDIIZNTCPE PimFl 1 B AL %
BHITMUACR/N\NSTE

B FE . BXBURTDAL16200/DA16600 SDKEIECE .

EA L, DA16200/DA16600T] ABIE/\NTCPEEF

AT+CIPSTART=192.168.0.18,1025,1024
+TRTC:1

OK
AT+CIPSTART=192.168.0.18,1025,1025
+TRTC:3

OK

7.2.10 AT+CIPUDP #JH UDP E}EF

- AT+CIPUDP=<local_port>




(+CIPUDP:<Assigned CID>)
OK or ERROR

<local_port>: EFHAMIEOS

CIDZS0 (TCPERS#R) . 1 (TCPE i) . 2 (UDP) ZEFSEHEAY
RS,

MIFHEHFCIDR IR BITHASIEMIIF 2 ECAY

O S FF 2 NMUDPEE A A T8 ECIDI S0 B . LR HUs
ey LA )\ A~ 21

AT+CIPCLOSEALL (T3, #NSRmaRz T “ERROR”, &HEEfTIRME)
AT+CIPUDP=8080

+CIPUDP:2

OK

AT+CIPUDP=8081

+CIPUDP:3

OK

7.2.11 AT+CIPUDPR %X & UDP EEFHIzE IP MigO

AT+CIPUDPR

OK or ERROR
Async message: CID(+TRUR:2)

<remote_ip > : EfRipHhit

<remote_port> : ZIEiHOS

{NEAFCID 2

AT+CIPUDPR=192.168.0.10, 8080
+CIPUDPR:2

OK




EIEL! REES:
AT+CIPUDPR=? AT+CIPUDPR= < remote_ip > , <

remote_port >

+CIPUDPR: < remote_ip > , < OK or ERROR
Async message: CID(+TRUR:2)
remote_port >

<remote_ip > : EfRipHhit

<remote_port> : ZIEiHOS

° NEAFCID 2
° EHREHITERSRE

AT+CIPUDPR=?

ERROR:-740

AT+CIPUDPR=192.168.1.10,8081
+CIPUDPR:0

OK

AT+CIPUDPR=?
+CIPUDPR:192.168.1.10,8081

OK

7.2.12 AT+CIPTRANSLINK # A\3i&E £ &%

AT+CIPTRANSLINK=<mode>

OK

Mode O:tcp  1:udp

BEERRARE—N—, dpm{EIFERAANTH

AT+CIPTRANSLINK=0




7.2.13 AT+CIPSEND BT socket % i%E#iE

AT+CIPSEND=<cid>,<length>,<remote ip> ,<remote port>,<data>

<cid> ECAYcid

<length> HEKE, FEULFFKELRIE
<remote ip> ILimipHh ik

<remote port> i 1S

<data>%3R

® X TTCPARE =%, RIBETCPE A ik M9 < remote_ip > 1 <
remote_port>,

® X TTCPE Fif, TJIMZED, 0 (HABrERESHR)

® X TUDP: MRZLE00, NEIERLIEEAT+CIPUDPRIEER B HY
H, WRLAZET IEO < remote_ip > F < remote_port >, UDP¥IiRET A

X Z|$5E B4R < remote_ip > # < remote_port >

7.2.14<ESC>H @i socket ZiIXE I (HEFXREIFER)

BidiEE CID MEERFFREUE.
FHLBIFAERGMEY OK Ja & IXHUIE.

<ESC>H<cid>,<length>,<remote ip >,<remote port >

OK or ERROR

<cid>: E4rEcid,

<length > HUBRKE. HEEIE, HIIRBOKNY
<remote ip > : ZFEipHbit,

<remote port>: ZiEimH S,

® X TTCPIRF =, NIBMTCPE Fin kY < remote_ip > M <




remote_port > ,

® XfFTCPE Fir, TJIM%EO, 0 (HABIRERS=R)

® XfFUDP: #RLE00, NEIEKLKIXE

AT+TTRURFEEE M E Mth . R A Z 0% E < remote_ip > M <
remote_port > , UDP Ifff Af & i%X | B #& <remote_ip>, ¥} H

<remote_port>¥gE

Example1 — To send data to TCP client
<ESC>H0,10,192.168.0.18,43110
OK

abcdel2345

OK

Example2 — To send data to TCP server
<ESC>H1,10,192.168.0.18,1025

OK

abcdel2345

OK

Example3 — To send data to TCP server with ‘0, 0’ as the destination/server
<ESC>H1,10,0,0

OK

abcdel2345

OK

Example4 — To send data to UDP receiver
<ESC>H2,10,192.168.0.18,1024

OK

abcdel2345

OK

7.2.15 AT+CIPINFO @33 CID 3% iF{E 8

AT+CIPINFO=<cid>

<cid>,[TCP|UDP],<remote_ip>,<remote_port>,

<local_port>

<cid> 9 ECHcid




CIDZS0 (TCPER%®%) . 1 (TCPEFim) . 2 (UDP) ISty
RS, RBFTATCPEIEMNIRF DB MIFFIARIFCID

7.2.16 AT+CIPCLOSE 3&3F cid % <iE

AT+CIPCLOSE=<cid>

OK

CIDZS0 (TCPRR%®%) . 1 (TCPEFum) . 2 (UDP) ISt/ EChy
RS, RIBFTATCPEIEMNINF DB MIFFIARIFCID

AT+CIPCLOSE=1

7.217 AT+CIPCLOSEALL X A Fr B &i&

AT+CIPCLOSEALL

OK

AT+CIPCLOSEALL

7218 AT+CIPINFOALL 3BFrE<IAEEA

AT+CIPINFOALL

<cid>,[TCP|UDP],<remote_ip>,<remote_port>,
<local_port><LF>...

CIDZS0 (TCPER%®%) . 1 (TCPEFim) . 2 (UDP) ISty EChy




BT, RIBFTATCPSIEMINF B MIFFERHIFTCID
AT+CIPINFOALL

7219 AT+CIPSAVE ¥ E SRS R FE] NVRAM

AT+CIPSAVE

OK or ERROR

XA EEH Nsleep3BRZ B, FHEHAsleep3&RIFLFINES
EEE

AT+CIPSAVE

OK

7.220 AT+TCPDATAMODE % EIZIRZEf TCP £ 1B &
n

AT+TCPDATAMODE=<mode>

OK or ERROR

00 XAERX (A
10 +AREBIFFHEER

AT+TCPDATAMODE=1

OK




8 MOQTT X<

8.1 MQTT I8<—Eak

MQTT#5<
AT+MQTTBR wWEFYIE (IPHLL) FikmO
MQTT Brokerty4m =
AT+MQTTQOS BEMQTT QoS 5
AT+MQTTTLS BR/ZRMQTT TLSIgE
AT+MQTTCA KEFMQTT TLSIEH
AT+MQTTALPN AMQTTIRETLS ALPNML B FR
AT+MQTTSNI AMQTTIRETLS SNI
AT+MQTTTS REMQTTITHF R M
AT+MQTTATS FifTilk @Sz i, REAMQTTE Fif
(+CIPMQCL:0)
AT+MQTTDTS MMQTTH kI E B = A &
AT+MQTTUTS BUBTT R E £
AT+MQTTTP HEMQTTAHmENEH
AT+MQTTV311 FEAMQTTHMYV3. 1.1, BRIAAV3.1
AT+MQTTPING EFH/EEMQTT ping FHA
AT+MQTTCID BEEMQTTE FimlD
AT+MQTTLI BFFIRBEMQITERZA
AT+MQTTWILL HFiHAREMQTTRIEE S
AT+MQTTDEL FEEMQTTE B
AT+MQTTCL EFiF R BEMQTTIRES
AT+MQTTMSG EHMQTTIER
AT+MQTTTT MQTT4 &R E
AT+MQTTAUTO EFHAZREMQTTE B3l
AT+MQTTCS BFWARBESIERES

8.2 MQTT ¥4k

8.2.1 AT+MQTTBR Zif/i% B MQTT KIBH 57 (S IP

k) MiwAHRS

5| BwiEs

AT+MQTTBR=?

BREEL:

AT+MQTTBR=<host_name>,<port>




< host_name > : Brokerfa91 & =k P it

<port>: BrokerfJix A5

FEEFIHS L, NERAMQITESH (+MQTTCLO)

AT+MQTTBR=192.168.0.65, 1884
OK

AT+MQTTBR=?
+MQTTBR=192.168.0.65, 1884

8.2.2 AT+MQTTQOS Zif/iIRE MQTT QoS 3l

R REES:
AT+MQTTQOS=? AT+MQTTQOS=<qos>

+MQTTQOS <qOS> OK or ERROR

<gos>! 0 (RZ—X) . 1 (EL—X) , 2 (EF—XRK)

BEENBIMQTTS ERFHEERR

AT+MQTTQOS=1
OK
AT+MQTTQOS=?

+MQTTQOS:1

OK

8.2.3 AT+MQTTTLS BH/ZH MQTT TLS Ihgk

R BREEL:

AT+MQTTTLS=? AT+MQTTTLS=<tls>

+MQTTTLS:<tls> OK or ERROR




<tls>: 1 (BA) ., 0 (/)

£ /B ATLSTIRE Z B A LB
HEEFTI GRS 28, REAMQTTE Fif (+MQTTCLO)
BEEHNEIMOTTS ERFHNEENR

AT+MQTTTLS=1
OK

AT+MQTTTLS=?

+MQTTTLS=1

8.24 AT+MQTTCA ek MQTT TLS if$H

AT+MQTTCA=<cert_id>,<content>

OK or ERROR

<cert_id>

#1: BFMQTT

0 (RCA) /1 (FFmWmIEH) 2 (FAH)

#2: BTOTAMHTTPSE it

3 (ARCA) /A4 (BFmWIES) /5 (BA5A)

<content>IE BEHIE. £ HIFFHMEIUEPascii XA, RAIKE 52048

IEBFEANE|SHE RS SHEER

AT+MQTTCA=0,"----BEGIN CERTIFICATE-----

MIIDQTCCAimgAwIBAgITBmyfz5m/jAo54vB4ikPmljZbyjANBgkqhkiGOw

8.2.5 AT+MQTTALPN 3 MQTT % E TLS ALPN ¥ & FF

T BEES:




AT+MQTTALPN=? AT+MQTTALPN=<num>,
<alpn#1>,
<alpn#2>,
<alpn#3>

+MQTTALPN:<num>,<alpn#1>,<alpn | OK or ERROR
#2> <alpn#3>

<num>: ALPNMS%EE. ALPNHIRAEEN=
<alpn#n>: TLS alpnthIX B FR. G PALPNIMNBFRARAKE 424

ERROR: -644“FR7<"FKIZEALPN

HBETIGCZR, NERMQTTZE i (+MQTTCLO)

AT+NWMQALPN=?

ERROR:-644

AT+MQTTALPN=2 alpn-protrol-name-an,alpn-protocol-name-ax
OK

AT+MQTTALPN
+MQTTALPN:2,"alpn-protrol-name-an","alpn-protocol-name-ax"

OK

8.2.6 AT+tMQTTSNI #Eif/i%E MQTT HJ TLS SNI

TR REES:
AT+MQTTSNI=? AT+MQTTSNI=<sni>
+MQTTSNI:<sni> OK or ERROR

<sni>: PRE=BIRIET. SNIFIRAIKE H64

EEfTb eS8, NZEAMQTTE Fin (+MQTTCL.0)
ERROR: -648"FK"AKiIZESNI

AT+MQTTSNI=?
ERROR:-648




AT+MQTTSNI=a38a9rhiu3rogb-ats.myserver.com
OK

AT+MQTTSNI

+MQTTSNI: a38a9rhiu3rogb-ats.myserver.com
OK

8.2.7 AT+MQTTTS &if/ixE MQTT iTEERN /A

EFEIEL: BERES:

AT+MQTTTS:? AT+MQTTTS=<num>,<topic#1 >,
<topic#2>,

+MQTTTS: OK or ERROR

<num>,<topic#1>,<topic#2>,...

<num>: FEE.

<topic#tn>: MQTTITEEE, . FAFHEKE=64

EEfTb <28, NZEAMQTTE Fin (+MQTTCL.0)
“ERROR: -654"7% B 1R BITHE T TR E

BTSSR, AREEMNITHSE TIERERFIEEAFTETHR
SEEHRAINMQTTA R E B BN E

AT+MQTTTS=?
ERROR:-654
AT+MQTTTS=1,dal6k_sub
OK

AT+MQTTTS=?
+MQTTTS:1,"dal6k_sub”
OK




8.2.8 AT+MQTTATS &ERFiEEMNEFFME MQTTEEE

AT+NWMQATS=<topic>

ok

<topic>}g8 E HY £ &

AZFHEEHGS (ATHNWMQATS=? ) . tIRAT+NWMQATS=? iz
T8, 7 A A ER

AT+NWMQATS=ABCD
OK

AT+MQTTTS=2
+MQTTTS: 1, "aBcD"
OK

8.2.9 AT+MQTTDTS M MQTT s ifriE €M FBEE

AT+MQTTDTS=<topic>

Ok

<topic>#§ 5& K 32 il

FEEFIHS L, NERAMQITESH (+MQTTCLO)

AT+MQTTTS=2

+MQTTTS: 2, "ABCD", "EFGH”
OK

AT+MQTTDTS=aBCD

OK

AT+MQTTTS=2

+MQTTTS: 1, "EFGH”

OK




8.2.10AT+MQTTUTS BUHITHEIEE T

AT+MQTTUTS=<topic>

Ok

<topic>#8 & i) 32

RIZBAMQTTE i, (+MQTTCL1)
NIZTEMQTTE F i 5Brokerdb FE RSB &S

AT+MQTTTS=2

+MQTTTS: 2, "ABCD", "EFGH”
OK

AT+MQTTDTS=aBCD

OK

AT+MQTTTS=2

+MQTTTS: 1, "EFGH”

OK

8.2.11 AT+MQTTTP &EiH/i% B MQTT XA E =

R BB
AT+MQTTTP=? AT+MQTTTP=<topic>
+MQTTTP: <topic> OK or ERROR
<topic>:MQT A & &

HETIGS R, NEAMQITE# (+MQTTCLO)
“FHIR. -662"FRIN ATFEPUbIIShE",
REENBIMQTTA R B EXNR

AT+MQTTTP=>
ERROR:-662
AT+MQTTTP=dal6k pub
OK

AT+MQTTTP=>
+MQTTTP:dal6k pub




-OK

8.2.12 AT+MQTTV311 ZEif/i%xE MQTTv3.1.1 i

EiIEL: BEES
AT+MQTTV311=? AT+MQTTV311=<use_v311>

+MQTTV311: <use v311> OK

<use_v311>:1(v3.1.1)/0 (v3.1)

TS 2R, MEAMQTTEFig (+MQTTCLO)
BEENBIMQTTS EREHHEERR

AaT+MQTTV311=>
+MQTTV311:0
OK
aT+MQTTV3l11=1
OK
AaT+MQTTV311=>
+MQTTV311:1
OK

8.2.13AT+MQTTPING #if§/i%E MQTT ping FHH

EWIEL: REES!

AT+MQTTPING=? AT+MQTTPING=<period>

+MQTTPING: <period> OK or ERROR

< period>: PingEH (F)

HEETI S 28, REAMQTTE Fif (+MQTTCLO)
BEEHNEIMOTTS ERFHNEENR

AT+MQTTPING=>




+MQTTPING: 600
OK

AT+MQTTPING=300
OK

8.2.14 AT+MQTTCID i%E MQTT &/ ID

R BEES
AT+MQTTCID=? AT+MQTTCID=<client_id>

+MQTTCID: <client_id> oK

<client_id>: Client ID.

TS 2R, NEAMQTTEFig (+MQTTCLO)
BEENBIMQTTS EREFHEERR

aT+MQTTCID=>

+MQTTCID:dal6x_CCRA4 ; generate a default cid If there's

no crd stoved m NVRAM

AT+MQTTCID=client-1
OK
AT+MQTTCID="

+MQTTCID:client-1
OK

8.2.15AT+MQTTLI &Eif/ %8 MQTT BX{EE

EWIEL: REES!

AT+MQTTLI=? AT+MQTTLI=<name>,<pw>

+MQTTLI:<name>,<pw> OK or ERROR




<name>: ID.

<pw>: Password.

ERROR:-673 #75% “RFAEHI /' 4
FIETI 2R, NERAMQTTE Pk (+MQTTCLO)
BEENBIMQTTS EREHHEERR

AT+MQTTLI=>

ERROR:-673

AT+MQTTLI=da1 6k user,12345678
OK

AT+MQTTLI=?

+MQTTLI:da1 6k user,12345678
OK

8.2.16 AT+MQTTWILL &if/i% & MQTT #IEE 2

R BREEL:

AT+MQTTWILL=" AT+MQTTWILL

+MQTTWILL:<topic>,<msg>,<qos> OK or ERROR

<topic>: WillE8R,
<msg>: WIllHR,
<qos>: fqos. 0 (RZ—XK) , 1 (ED

—R) . 2 (l8HF—XK) -

@ “{HiR: -6643-665"F /D THHIEE.,
® EEEFIHRIMQTTA BB ENR

AT+MQTTWILL=>

ERROR: -664

Or

ERROR:-665

AT+MQTTWILL=dal6k will,bye, 0
OK

aT+MQTTWILL




+MQTTWILL :dal6k will,bye, 0
OK

8.2.17AT+MQTTDEL EE MQTT it &

AT+MQTTDEL

OK or ERROR

Tz, NEAMQTTE Fin (+MQTTCLO)
s SR EEREMQTTECE

AT+NWMQDEL
OK

8.2.18AT+MQTTCL ZEH/1% B MQTT & Pim{EfEIRS

B BEIES

AT+MQTTCL:? AT+MQTTCL=<mqtt_cIient>

+MQTTCL:<maqtt_client> OK

<mgqtt_client>: 0 (ZA) , 1 (BH)

DA16200 (DA16600) REREZIMZ. BN, i REER
MRRGEH B, WMQTTEFmASERN R, BAHSRER
/AFIEMQTTE Pify

HREHSZH, FEREMQTTEEESE, WMQTTRIZIP, M
S ITHEFEEEF

AT+MQTTCL=1
OK
AT+MQTTCL=?
+MQTTCL:1
OK




8.2.19AT+MQTTMSG %1 MQTT jHE

AT+MQTTMSG=<msg>,<topic>

OK or ERROR

BRI

RIERIN: +NWMQMSGSND:1

REEM: +NWMQMSGSND:0, <err_code>

<msg>: BRHRER.
<topic>MQTE & (TJiE)

MQTTE FiRrBEZE) (++MQTTCL:1)

AT+MQTTMSG=Hello world !!!

OK

+NWMQMSGSND:1

AT+MQTTMSG=Y"car":"red", "type":"bus"}'

OK

+NWMQMSGSND:1

AT+MQTTMSG=Hello

OK

+NWMQMSGSND:0,-6 // send failed due to mqtt is not in connected state

8.220 AT+MQTT MQTT &£&5EE

AT+MQTT=<host_name>,<port>,
<sub_topic>,

<pub_topic>,

<qos>,<tls>,

<username>,

<password>

OK or ERROR




<host_name > : BrokerfJ1E & IP

E>il

<port>: BrokerfJim A5,

< sub_topic>: MQTTITHE T,
<pub_topic>: MQTTEHEI,

<qos>: MQTT qosZ& 5.

<tls>: BR/ZERMQTTts. 1 (BA) . 0
(%H)

<username>: EXxID (i) .

< password > : ERHMW (k)

FERRTUETMQTTE Fis, WAl SE, REBamEHE. &
BIRYN, SEMINEIWI-FiEE
izl 281, NEZEAMQTTE A (+MQTTCL:0)

AT+MQTT=192.168.0.65,1884,da16k_sub,dalék_pub,0,0
; Below are logs after DA16200 reboot

+INIT:DONE,0

+CWIJAP:1,'test_ap_ssid',192.168.0.88

+MQTTCL:1

8.221 AT+MQTTAUTO ZEiH/i%E MQTT HER

BEES BB

AT+MQTTAUTO=? AT+MQTTAUTO=<auto>

+MQTTAUT:<auto> OK or ERROR

<auto>: 1 (BA) , 0 (ZA)

TSR, MEAMQTTEFig (+MQTTCLO)
BUANMEAO (£F)
BT RENBIIMQOTTA BEALL

AT+MQTTAUTO=?
+NWMQAUTO:0
oK




AT+MQTTAUTO=1
oK
AT+MQTTAUTO=?
+NWMQAUTO: 1

oK

8.2.22 AT+MQTTCS &Eif/i% B MQTT Clean £ifRZ

ERIES: BEES:
AT+MQTTCS=? AT+MQTTCS=<clean_session>
+MQTTCS: <clean_session> OK or ERROR

<clean_session>: 1 (S1EE) . 0 (Z1ERE)

TS 2R, NEAMQTTEFig (+MQTTCLO)
BIAKL, AINmattE Fum#iHE RN G BRNER, A0% Pk HE
EESIENARE, HEIXIEBTHE

AT+MQTTCS=1
OK
AT+MQTTCS="?
+MQTTCS:1

OK

8.3 MQTT 5= EIH

® ki, ATMQTT a5 7 10 WML, BT AT+MQTTCONN #54 . flzn, R
3% 28 F2 35375 o) Internet, AT+MQTTPUB 584478 10 #H N NE 7 . {82 ATH+MQTTCONN
WL URFTEELHNNE, AAEELHNNEIRETREHREHIUES.



9 SMEIKRFhFE IR

9.1.1 AT+ADCINIT ADC #Jiik

AT+ADCINIT

OK or ERROR

#GPIOA 0. GPIOA_1. GPIOA_2. GPIOA 3FCE AADCHItEINASI
il

GPIOA_0:ADCI@i&0

GPIOA_1:ADCi@i&1

GPIOA_2:ADCiit2

GPIOA_3:ADCi@i&3

AT+ADCINIT

OK

9.1.2 AT+ADCCHEN {#§¢ ADC @&

AT+ADCINIT=<channel >,< resolution >

OK or ERROR

<channel > : ADCI@i&%%S[0]1/2|3]

<resolution>: ADCH#E, EIEHN12,

ADCEHSEREI0~1.4v

AT+ADCCHEN=0,12
OK




9.1.3 AT+ADCSTART BFzj ADC

AT+ADCSTART=<divider>

OK or ERROR

<divider>: ADC#4)>#gs RiER
Blan, Ydivider:y18F, 1MHz/ (divider (1) +1) =
500khz

AT+ADCSTART=1
OK

9.1.4 AT+ADCREAD i ADC Hy{E

AT+ADCREAD=<channel>, <sample count>

OK or ERROR

<channel > : ADCI®iE%3(0]1/2|3].
<sample count > . EiEEAIREAREL,

AT+ADCREAD=0,16
[ 279 275 269 271 270 268 268 274 274 277 276

269 271 276 264 274 ]

OK

9.1.5 AT+ADCSTOP {1k ADC

AT+ADCSTOP

OK or ERROR




AT+ADCSTOP

OK

9.1.6 AT+PWMINIT PWM #J#51k

AT+PWMINIT

OK or ERROR

4 GPIOA 105| HIEC & AHPWME; H

AT+PWMINIT

+0OK

9.1.7 AT+PWMSTART Bz PWM

AT+PWMSTART=<channel >,
<period>,
<duty>

<mode cycle>

OK or ERROR

<channel > : PWMiBiE, EEH0
<period>: —MESHHEYEER (FEFD) .
<duty>: duty2BE%EE.

<mode cycle>: EE A0,

AT+PWMSTART=0,40,50,0
OK

9.1.8 AT+PWMSTOP {1k PWM

AT+PWMSTOP




OK or ERROR

AT+PWMSTOP

OK

9.1.9 AT+I2CINIT #J374k 12C

AT+I2CINIT

OK or ERROR

FEGPIOA_8 (12C_SDA) . GPIOA 9 (I12C_SCL) S|HIECE AI2C5|H

AT+I2CINIT

OK

9.1.10 AT+HI2CWRITE R{EBE A 12C &&M 12C FFs%

AT+I2CWRITE=<slave address>, <register>, <length>, <values>

OK or ERROR

<slave address > | 12CIR&HISALAIBIE (+7XHEH]) .
<register>: EEANMFERE (+xi#H)
<length > BENMEIRKE (7 #H)
<values>: BEEANMEIE (+73#tH)

AT+I12CWRITE=d0,10,3,670292

OK




9.1.11 AT+I2CREAD M I2C B & P S FE iEBUE

AT+I2CREAD=<slave address>, <register>, <length>

OK or ERROR

< slave address > : 12CI& & RISALMMHE (7))
<register >, | BEFEEBNEFEFSE (H dtH)
<length > EFEEMEEKE (+i#H)

AT+I2CREAD=d0,10,1
66
OK

9.1.12AT+SLEEPMS  # A SLEEP3 # 5% 3 7£38 x& i jg] i
A

AT+SLEEPMS=<period>

OK or ERROR

<period>: MaEERTE] (IXZEFAHBA) . HEKEBEH:
2097151000 (£924K)

AT+SLEEPMS=5000
+INIT:DONE,0

9.1.13 AT+GPIOWR E2E GPIO %8 5

AT+GPIOWR=<port>, <pin>, <level>

OK or ERROR

<port>: GPIOimA S,




® 0:GPIOA

® 2:GPIOC

<pin>: GPIOS|HI%RS. XE— M+ i#HEIE
F BERGPIOLIA.

<level > : GPIO¥HE Y,

® 01k

@1 SMi:

GPIOFE R E htHER

FGPIOCB IR E A B NS HEE,
GPIOs 6, 7,8 & & A —##IA91 1(0000 0001 1100 0000).
AT+GPIOSTART=2,1c0.1 OK AT+GPIOWR=2,1c0.11E &

9.1.14 AT+GPIOSTARTHEZ & GPIO £ A

AT+GPIOSTART=<port>, <pin >, <direction>

OK or ERROR

<port>: GPIOixHS,

® 0:GPIOA

® 2:.GPIOC

<pin>: GPIOS|HI%RS. XE— T+ i#tEE
F BF57RGPIORIA,

® GPIOA:GPIOAO~GPIOA11

® GPIOC:GPIOC6~GPIOC8

<direction > : GPIOB|#I751E.,

® 0. KsIHREAWA

® 1. K5IHhREARL

. B & GPIOA [3:0] M%iH:
; GP10s 0,1,2,3 & & A Z#HIAY1 (0000 0000 0000 1111).




AT+GPIOSTART=0,f 1
OK

; To configure GPIOC [8:6] input:

; GPIOs 6, 7, 8 & & A" #HIAY1 1(0000 0001 1100 0000).
AT+GPIOSTART=2,1c0,0

OK

9.1.15AT+GPIORD iF GPIO i A\{&

AT+GPIOWR=<port>, <pin>

<Read value>: [h'0 ~ h'1fff]

OK or Error

<port>: GPIOimHAS,

® 0:GPIOA

® 2.GPIOC

<pin>: GPIOS|HHS. XE— M+ R#HIE
¥ B48°RGPIORIA,

GPIOFERE HHER

; BGPIOC[8:6]FCE A i R B AT BT,
AT+GPIOSTART=2,1c0.1 OK
AT+GPIOWR=2,1c0.1IE &

; ERELS AR

AT+GPIORD=2.1c0

0x01c0

OK




9.1.16 AT+LEDINIT #2E LED 3|

AT+LEDINIT

OK or ERROR

EZ&EGPIOC 6 (LED1) /GPIOC_7 (LED2) /GPIOC_8 (LED3) 3|BIZGPIO
o

AT+LEDINIT

+OK

9.1.17 AT+LEDCTRL #:{E LED

AT+LEDCTRL=<port >, <status>

OK or ERROR

<port>: GPIOimHAS
1:GPIOC_6

2:GPIOC_7

3:GPIOC_8

<status>: LEDIRZS
off: LEDIEIK

on: LED®

¥LED1/2/3 (GPIOC_6/7/8) SIHN& & b S1%

AT+LEDCTRL~=1, off

OK




10 HTTP {HX&H %

10.1 HTTP #£S—l K

AT+HTTPC  {FHETEENHTTPE P i

AT+HTTPCTLSA (& EIFBEIFEL
UTH

AT+HTTPCALP (& ENAEMMUINE
N

AT+HTTPCSNI R ERS B EBHRIET

AT+HTTPCALP [MERFrHE RFAIALPN
NDEL

AT+HTTPCSNID #B&{RTEHISNI
EL

10.2 HTTP #84HIR

10.2.1AT+HTTPC {EREINEs) HTTP & Fin

AT+HTTPC=<url> <method>(,<msg | ATTHTTPC=<url>message
,<’header+bod y’>

>)
OK or ERROR
<url>: HTTPRRZ &t <url>: HTTPERE-S&hit .

<method > : GET. POSTE{PUT. | message: %38 2 F{ERE EiL I (T
<msg>: POSTHIPUTIT/AMIIERIE | R=EhttpTT%) »

o <'header+bod: IX“header+body”
RN AT &
BARR G EREFIAP,

Example 1 HTTP server should exist.




AT+HTTPC=https://httpbin.org/g | Example 1 : GET method

et,get request(header)
OK AT+HTTPC=http://httpbin.org/get
Example 2 ,message, 'GET /get

AT+HTTPC=https://httpbin.org/p | HTTP/1.1\r\nHost:

ost,post,HTTP-Client POST httpbin.org\r\nConnection:
method sample test! Close\r\n\r\n’

OK Example 2 : POST method
Example 3 request(header+body)

AT+HTTPC=https://httpbin.org/p | AT+HTTPC=http://httpbin.org/po

ut,put,HTTP-Client POST method | st,message, 'POST /post

sample test! HTTP/1.1\r\nHost:

OK httpbin.org\r\nAccept:
*/<\r\nContent
Length: 10\"\nConnection:

Close\r\n\r\nHelloWorld\r\n’

1022 AT+HTTPCTLSAUTH & EiF B UFER

AT+HTTPCTLSAUTH=<tls_auth_mod
e>

OK or ERROR

MBEDTLS_SSL_VERIFY_NONE 0
MBEDTLS_SSL_VERIFY_OPTIONAL 1
MBEDTLS_SSL_VERIFY_REQUIRED 2

DI EEEI RS AR AHITRE

AT+HTTPCTLSAUTH=1,




OK

10.2.3AT+HTTPCALPN & BN AERMNINE

AT+HTTPCALPN=<alpn_number>,<alpnl1>,<alpn2>,<alpn3>

OK

<alpn_number > : alpnfy% &
<alpnl>: —"alpn
<alpn2>: ZE”/alpn

<alpn3>: =" alpn

B EEEI RS R AHITRE

AT+HTTPCALPN=1, http/1.1
OK

10.2.4AT+HTTPCSNI & BRE {2 IFIET

AT+HTTPCSNI=<sni>

OK

<sni>: PREFIEBIR

DPEEEEI RS AR AHITRE

AT+HTTPCSNI=httpbin.org

OK

10.2.5AT+HTTPCALPNDEL MRFrE R FH ALPN

AT+HTTPCALPNDEL

OK or ERROR




DI EEEI RS AR AHITRE

AT+HTTPCALPNDEL

10.2.6 AT+HTTPCSNIDEL R R 789 SNI

AT+HTTPCSNIDEL

OK

B EEEI RS R AHITRE

AT+HTTPCSNIDEL

OK

11 {RI05E

111 RINFERESTER K

AT+DPM &8/ DPMEINFER (sleep3tRNRFFM LT ERE)

AT+DPMKA  &i8/i% EDPM keepaliveE LA

AT+DPMTIMWU &1i8/i% BEDPM TIMMEEE T4

AT+DPMUSERW & 1if/1% &DPMA W& g A {a]
U

AT+CLRDPMSL R ADPM FEAR
PEXT

AT+SETDPMSLP 1 ADPMBEAR
EXT

AT+SETSLEEP2 |35 E MM B ERAHEADPM sleep24&
EXT




112 RIhFERE<THR

11.2.1AT+DPM /3 DPM {EIHFEHET (sleep3 &5
RIFMLLERE)

B REHES
AT+DPM=? AT+DPM=<dpm> [,<nvm_only>]
+DPM:<0|1> OK or ERROR

<dpm>: 0 (X&) , 1 (¥TF) .
<nvm_only>: 1 (R¥EdpmiERX B Anvram, TIASA
EFED) . 0KRIEE (ERdpmiBRFFEFH EN)

{RESTAIRR T o] A

DPMECE 77 i EENVRAM A

R <nvram_only>"SE A BRKRIEE, HEATHIMNEER, NiE
Y EH B

O +INIT:DONE, DA16200 (DA16600) BRI &%E0HER
WRATHSHEA L, MDA16200 (DA16600) HEAREH BEAYE
SN & IXERRORIE R

® R ‘nvram_only'SE 41", WERAFHNEFRNRS
E+EHBRE

® DA16200 (DA16600) EF/EaIRS, DA162001K EZEREZ!
MRNVRAMFF ] ARIWI-FiiEIEE R, NBAIAP

O +CWIJAP:0, <reason>E{+CWIJAP:1, '<SSID>', <IP#bilt>{E AWi-Fi
EENER

O MRWI-FEZERMIBPHTRELERIMER AR (Flm, AP
B, SAPHIGRRBEEIA. 787 HRNEEEF) . +CWIAPXT] 8
"SuRIRE, FEFE—LKE, EXMERLT, BEEFWRE
+CWIAPX,




REBEE, REYARFOERER BUBEZEKA (AT+CWQAP)
HERERMINERERERE (AT+CWIAP/AT+CWIAPA)

® REE TMQTT, DA16200 (DA16600) =ik EREFIMQTT
RIE, BELER-+NWMQCLOZ+NWMQCL: 1-F biBIFUARTLA %

WMRDPMIZE 41 (TRUE) , DA16200 (DA16600) iE{EDPM

O MRADPMAR TAREIIWI-FidERE, DA16200 (DA16600) HHEAN
S HEDPMIRE

O = DPMIBIERE:

4 DA16200 (DA16600) 7EDPMEEERHZf7HS, MRHBTFEMEREE
DA16200 5457 FIAPAL T M FFZE HE RS, DA1620045#h 1757 F DPM#E
1. REDPMA TR T

WMBAPEIZ KK, DA16200 (DA16600) {3 FAFUE X AIRTCIT AT =& (FR
A HEDPM RTCITRS &%) BEABEARIRZS. Z0RDA16200 (DA16600)
7 HEDPM RTCIT Y28 12EE, DA16200% 22k A T X A AT (8] ER R
BEIEEMAP, FFERRIRTIUE X A9B 8 . DAL6200EE 4 Abnormal
DPMER T RUIANTE X B, ERF T MRERN AEFBEImRE
BAEX S

O MR TWI-FilE#E, BEREIMOITERE (WRBATMQTT) |
DA16200 (DA16600) &= ZXREREZIMQTTRIE, FHAREMQTTH
5% DPMEZ {1 NDPMEERR

AT+DPM=?

+DPM: 0

OK

AT+DPM=1

; DPM enabled and system reboots automatically.
OK

+INIT:DONE, O

AT+DPM=1,1

; DPM enabled without system reboots.
OK

AT+DPM=?




+DPM: 1
OK

11.2.2AT+DPMKA #if/1% B DPM keepalive FHf

EFFIES: REES:
AT+DPMKA=? AT+DPMKA=<period>
+DPMKA=<millisecond> OK or ERROR

<period > . {RJEFEH (ZF, 0~600000)

® FEFHETENVRAMA
O SEEHRINRELG A REER

AT+DPMKA="?
+DPMKA:30000
OK
AT+DPMKA=5000
OK

AT+DPMKA="?
+DPMKA:5000
OK

11.2.3AT+DPMTIMWU  #Zif/i% B DPM TIM MEEE 14X

EWIES: REES!

AT+DPMTIMWU=? AT+DPMTIMWU=<count>

+DPMTIMWU=<count> OK or ERROR

<count>: TIM wake-up count (1 ~ 6000).
ﬁﬁ—L 100ms




® FEFHETENVRAMA
O SEEHRIRESSREEN

AT+DPMTIMWU=?

+DPMTIMWU:10

OK

AT+DPMTIMWU=20

OK

11.2.4 AT+DPMUSERWU #if/i% & DPM F F IGEE R ja]

ERGIE REES:

AT+DPMUSERWU=? AT+DPMUSERWU=<time>

+ DPMUSERWU =<second> OK or ERROR

<time>: FAPMEEREHR (F), 0~86400)

@ tip S BIRE fEsleep3tBI TN 8] [R % Vit E B sl fg—XK
® FLEFETENVRAMA
O EEFHRMRGZA LN

AT+DPMUSERWU="?
+DPMUSERWU: 0

OK
AT+DPMUSERWU=300
OK
AT+DPMUSERWU="
+DPMUSERWU: 300
OK




11.2.5AT+CLRDPMSLPEXT EF DPM HEHR

AT+CLRDPMSLPEXT

OK or ERROR

TADPMIER T T
FHIN BTSN EBIREE S| BIMREEDAL16200 (DA16600) fE200ZFP A4
Tikars, BN, DA16200¥ 3 A DPMEEER

AT+CLRDPMSLPEXT
OK

11.2.6 AT+SETDPMSLPEXT i A\ DPM REEHR

AT+SETDPMSLPEXT

OK or ERROR

CAEDPMIER T T1E

1 R DA16200 (DA16600) #4MEPIMEEfZSIRER, FEMTT
"AT+CLRPDPMSLEXT' 8%, MR ESEREBHTHEMELER Bk
4. MRIEVSERERIZFTIGS, DAL6200 (DA16600) HAKHE
ADPMEERR

AT+SETDPMSLPEXT
OK

11.2.7AT+SETSLEEP2EXT 738 E RS [a R HBEA sleep2
ENN

- AT+SETDPMSLPEXT=<period>,<retain_




dpm_memory>

OK or ERROR

<period>: MEEERERY, IR AL, =KEH:
2097151 (#924K)

<retain_dpm_memory>: 1 ({RE) ., 0 (RNRHE)

CAEDPMIER T TIE

® DA16200 (DA16600) 7ERERRH B EFHRTC_WAKE_upHafg
FEAT+SETSLEEP2EXT

® DA16200 (DA16600) HaEZRS &% +INIT.DONEO”

® <period>ZEIE 0K, BDPMIRE H{XZERTC_WAKE_UPE#%
4 AFIREE

AT+SETSLEEP2EXT=10,1
OK
+INIT:DONE, O

12 AT 52 3RIR AR

Category | Value [Error Code Description

Common 0 AT _CMD_ERR_CMD_OK 0K, No error.
-1 AT_CMD_ERR_UNKNOWN_CMD Unknown command
K AT_CMD_ERR_INSUFFICENT_ARGS [Insufficient parameter
-3 AT_CMD_ERR_TOO_MANY_ARGS Too many parameters
-4 AT_CMD_ERR_WRONG_ARGUMENTS [rong parameter value
o AT_CMD_ERR_NOT_SUPPORTED Insupported function
6 AT_CMD_ERR_NOT_CONNECTED Not connected to an AP
d AT_CMD_ERR_NO_RESULT No result
-8 IAT_CMD_ERR_TOO_LONG_RESULT Response buffer overflow
-9 AT_CMD_ERR_INSUFFICENT CONFIG [function is not configured




-10

AT_CMD_ERR_TIMEOUT

Command timeout

-11 AT_CMD_ERR_NVR_WRITE INVRAM write failure
-12 AT _CMD_ERR_RTM_WRITE Retention memory write failure
“13 AT_CMD_ERR_SYS_BUSY System busy
-14 AT_CMD_ERR_MEM_ALLOC Memory allocation failure
-20 AT_CMD_ERR_DATA_TX Data Tx failure
-22 AT_CMD_ERR_IP_ADDRESS IP address get failure
-100 AT _CMD_ERR_COMMON_SYS_MODE Wrong system running mode
~110 AT cMD_ERR_COMMON_ARG_TYPE Wrong argunent type
-111 AT_CMD_ERR_COMMON_ARG_RANGE Argument int-value range error
-112 AT_CMD_ERR_COMMON_ARG_LEN Argument value length error
“113 IAT_CMD_ERR_COMMON_WRONG_CC [frong Country-Code
“114 AT _CMD_ERR_COMMON_WRONG_MAC_  [Vrong MAC address
IADDR
FLASH -170 AT_CMD_ERR_SFLASH_READ SFLASH driver read failure
-171 AT _CMD_ERR_SFLASH_WRITE SFLASH drive write failure
-172 AT _CMD_ERR_SFLASH_ERASE SFLASH driver erase failure
NVRAM -180 AT_CMD_ERR_NVRAM_READ INVRAM driver read failure
-181 AT_CMD_ERR_NVRAM_WRITE INVRAM driver write failure
-182 IAT_CMD_ERR_NVRAM_ERASE INVRAM driver erase failure
-188 IAT_CMD_ERR_NVRAM_NOT_SAVED_V  No saved value in NVRAM
IALUE
Basic —-200 AT _CMD_ERR_BASIC_ARG_NULL_PTR Not used in AT-CMD module
-201 AT CMD_ERR_BASIC_ARG_DATE Argument “Date” format failure
-202 IAT_CMD_ERR_BASIC_ARG_TIME Argument “Time” format failure
-203 AT_CMD_ERR_BASIC_ARG_TIME_ETC Argument Time value failure
Category | Value [Error Code Description
UART -220 AT_CMD_ERR_UART_INTERFACE Not defined UART type
-221 AT CMD_ERR_UART_BAUDRATE Argument “BaudRate” failure
-222 AT _CMD_ERR_UART_DATABITS Argument “DataBits” failure
-223 AT CMD_ERR_UART_PARITY Argument “Parity” failure
224 AT _CMD_ERR_UART_STOPBIT Argument “StopBits” failure
-225 AT _CMD_ERR_UART_FLOWCTRL Argument “FlowCtrl” failure
-226 INVRAM Write failure — Baudrate

AT_CMD_ERR_UART_BAUDRATE_NV_

WR




—-227 AT_CMD_ERR_UART_DATABITS_NV_ INVRAM Write failure — DataBits
WR
-228 AT CMD ERR UART PARITY NV WR INVRAM Write failure — Parity
-229 AT_CMD_ERR_UART_STOPBIT_NV_WR INVRAM Write failure - StopBit
-230 IAT_CMD_ERR_UART_FLOWCTRL_NV_  NVRAM Write failure — FlowCtrl
WR
DPM -300 AT_CMD_ERR_DPM_MODE_DISABLED DPM operation is not enabled
-301 IAT CMD ERR DPM SLEEP STARTED [Already DPM sleep function is running.
-302 AT CMD ERR DPM FAST CONN EN Fast—connection function is enabled.
-303 AT_CMD_ERR_DPM_USER_RTM_ALLOC Failed to allocate user area RTM.
-304 AT CMD ERR DPM USER RTM DUP Already same Task name exists.
-305 AT_CMD_ERR_DPM_MODE_ARG Wrong argument type : DPM flag
-306 AT_CMD_ERR_DPM_NVRAM_FLAG_ARG IWrong argument type : Nvram flag
7309 |AT_CMD_ERR_DPM_SLP2_PERIOD_TYPE[irong argument t type : Period
-310 AT CMD ERR DPM SLP2 PERIOD R [|Vrong argument value range : Period
IANGE
-311 IAT_CMD_ERR_DPM_SLP2_RTM_FLAG [Wrong argument type : RTM flag
| ARG
-312 AT CMD ERR DPM SLP1 RTM FLAG [Vrong argument value range : RTM flag
| RANGE
=313 AT _CMD_ERR_DPM_SLP1_RTM_FLAG Wrong argument type : RTM flag
| ARG
-314 AT_CMD_ERR_DPM_SLP1_RTM_FLAG Wrong argument value range : RIM flag
| RANGE
Category | Value [Error Code Description
Wi-Fi ~400 AT _CMD_ERR_WIFI_NOT_CONNECTED [Not connected to AP
~401  |AT CMD_ERR_WIFI_RUN_MODE_TYPE Wrong argument type
-402 IAT_CMD_ERR_WIFI_RUN_MODE_RANG [Wrong argument value range
E
Category | Value [Error Code Description
-403 AT _CMD_ERR_WIFI_MAC_ADDR Wrong string type for MAC address
-404 AT CMD ERR WIFI WPS PIN NUM IWrong PIN number for WPS connection
~406 AT _CMD_ERR_WIFI_SCAN_UNSUPPOR [SCAN command not supported
TED
-407 Wrong argument value range : Frequency

AT_CMD_ERR_WIFI_PSCAN_FREQ RA

NGE




-408 AT CMD ERR WIFI PSCAN CMAX RA |Wrong argument value : Max RSSI threshold
NGE

-409 AT CMD ERR WIFI PSCAN CMIN RA [Vrong argument value : Min RSSI threshold
NGE

-410 AT CMD ERR WIFI JAP SSID NO v [No saved SSID information in NVRAM
IALUE

411 AT CMD ERR WIFI JAP SSID LEN |Too long SSID string ( Max length : 32 Bytes )

~412 AT CMD_ERR_WIFI_JAP_SECU_ARG_ |[Vrong argument type : Auth
TYPE

-413 AT CMD ERR WIFI JAP SECU ARG Wrong argument value range : Auth
RANGE

-414 AT CMD ERR WIFI JAP OPEN TOO Too many arguments for OPEN-mode
MANY_ARG

-415 AT CMD_ERR_WIFI_JAP_OPEN_HIDD Wrong argument type (OPEN) : Hidden flag
EN_TYPE

-416 AT CMD ERR WIFI JAP OPEN HIDD [Vrong argument value (OPEN) : Hidden flag
EN_RANGE

-417 AT CMD ERR WIFI JAP SECU HIDD |Vrong argument type (Security) : Hidden flag
EN_TYPE

-418 AT CMD ERR WIFI JAP SECU HIDD [Vrong argument value (Security) : Hidden flag
EN_RANGE

-419 AT_CMD_ERR_WIFI_JAP_WEP_IDX_T Wrong argument type : WEP Index
'YPE

-420 AT CMD ERR WIFI JAP WEP IDX R |Vrong argument value range : WEP Index
IANGE

-421 AT_CMD_ERR_WIFI_JAP_WEP_KEY L Wrong argument : WEP key length
EN

~422 AT CMD_ERR_WIFI_JAP_WPA_MODE_ [lTong argument type : Encrypt
TYPE

—423 AT CMD ERR WIFI JAP WPA MODE Wrong argument value range : Encrypt
RANGE

—424 AT CMD ERR WIFI JAP WPA KEY L [Vrong argument : WPA PSK length
EN

—-425 AT CMD ERR WIFI JAPA SSID No [No saved SSID information in NVRAM
VALUE

-426 AT CMD ERR WIFI JAPA SSID LEN |Too long SSID string ( Max length : 32 Bytes )

—427 AT CMD ERR WIFI JAPA PSK LEN Wrong argument : WPA PSK length

-428 IAT_CMD_ERR_WIFI_JAPA_WEP_NOT_ [Not supported security mode : WEP-mode
SUPPORT

Category | Value [Error Code Description




429

AT_CMD_ERR_WIFI_JAPA_HIDDEN_T
YPE

Wrong argument type : Hidden flag

-430 AT CMD ERR WIFI JAPA HIDDEN R [Vrong argument value range : Hidden flag
IANGE

“431 AT CMD_ERR_WIFI_JAPA_WPA3_MoD |[Vrong argument type : wpa3 flag
E_TYPE

-432 AT CMD ERR WIFI JAPA WPA3 MoD [/rong argument value range : wpa3 flag
E_RANGE

-433 IAT_CMD_ERR_WIFI_JAPA WPA3_HID [Wrong argument type : Hidden flag
DEN_TYPE

-434 AT CMD ERR WIFI JAPA WPA3 HID |Vrong argument value range : Hidden flag
DEN_RANGE

~435 AT _CMD_ERR_WIFI_ROAP_ROAM_TYp [lrong argument type
E

~436 AT _CMD_ERR_WIFI_ROAP_ROAM_RAN [Vrong argument value range
GE

-437 AT CMD ERR WIFI ENTAP SSID No [No saved SSID information in NVRAM
| VALUE

-438  |AT_CMD_ERR_WIFI_ENTAP_SSID LE ([Too long SSID string ( Max length : 32 Bytes )
N

“439 IAT_CMD_ERR_WIFI_ENTAP_AUTHe_U [Unsupported security mode
NSUPPORT

~440 AT cMD_ERR_WIFI_ENTAP_ENC@_UN [Unsupported encrypt mode
SUPPORT

-441 AT CMD ERR WIFI ENTAP EAP PHA |Unsupported EAP Phase #1 value
SE1

-442 AT CMD ERR WIFI ENTAP EAP PHA [Irong argument value range : EAP Phase #2
SE2

-443 IAT_CMD_ERR_WIFI_ENTAP_SECU_MO (Wrong argument value range : Auth
DE

-444 AT CMD ERR WIFI ENTAP ENC Mop |Vrong argument value range : Encrypt
E

—445 AT CMD ERR WIFI ENTAP EAP MoD [Vrong argument value range : EAP Phase #1
E

-446 AT CMD ERR WIFI ENTAP EAP ID No saved login ID information in NVRAM
NO_VALUE

447 AT CMD ERR WIFI ENTAP EAP Ip [Too long ID string ( Max length : 64 Bytes )
LEN

-448 IAT_CMD_ERR_WIFI_ENTAP_EAP_PWD (Too long PWD string ( Max length : 64 Bytes )

| LEN




-449

AT_CMD_ERR_WIFI_SOFTAP_SSID N
0_VALUE

No saved SSID for Soft—AP mode in NVRAM

-450 AT CMD ERR WIFI SOFTAP SECU M |Vrong argument value : Security
ODE
-451 IAT_CMD_ERR_WIFI_SOFTAP_ENC_MO [Wrong argument value range : Encrypt
DE
Category | Value [Error Code Description
-452 AT _CMD_ERR_WIFI_SOFTAP_CH_VAL Wrong argument type : Channel
UE_TYPE
-453 AT CMD ERR WIFI SOFTAP CH VAL [Vrong argument value range : Channel
UE_RANGE
-454 AT CMD ERR WIFI SOFTAP OPEN T [Too many arguments for OPEN-mode
00_MANY_ARG
-455 IAT CMD ERR WIFI SOFTAP CH Tx [Vrong channel Tx-power value
PWR_VALUE
-456 IAT_CMD_ERR_WIFI_SOFTAP_WEP_NO [Unsupported security mode on Soft—AP
T_SUPPORT
~457 AT CMD_ERR_WIFI_SOFTAP_ENC_Mo |[ITong argument type : Encrypt
DE_TYPE
—458 AT CMD ERR WIFI SOFTAP ENC Mo [Vrong argument value range : Encrypt
DE_RANGE
-459 AT CMD ERR WIFI SOFTAP PASSKE |Too short/long PSK length ( length : 8 ~ 63
Y _LEN Bytes )
-460 AT CMD ERR WIFI ALREADY CONNE Already Wi-Fi session connected
CTED
-461 IAT_CMD_ERR_WIFI_CONCURRENT_NO [Not saved concurrent-mode profile information|
| PROFILE
Category | Value [Error Code Description
CLI =500 AT CMD ERR WIFI CLI STATUS Failed to run “cli status” command
-501 AT CMD ERR WIFI CLI SET NETWOR [Failed to run “cli set_network 0”
K
-502 AT CMD ERR WIFI CLI SET NETWORk[Failed to run “cli set_network 0” w/
H;DDE; - - hidden flag
-503 AT CMD ERR WIFI CLI SELECT NET [Failed to run “cli select_network 0”
WORK
-504 AT CMD ERR WIFI CLI SAVE CONF [Failed to run “cli save config”
-505 AT CMD ERR WIFI CLI SAVE CONF HFailed to run “cli save_config” w/ hidden
TDDEN flag
-506 AT CMD ERR WIFI CLI DISCONNECT [Failed to run “cli disconnect”
-507 Failed to run “cli deauthenticate”

AT_CMD_ERR_WIFI_CLI_DEAUTHENTI




CATE

-508 AT CMD ERR WIFI CLI DISASSOCIA [Failed to run “cli disassociate”
TE
510 |aT_cMD_ERR_WIFI_CLI_WPS_PBC_AN [ailed to run “cli wps pbc any”
Y
511 AT cMD_ERR_WIFI_CLI_WPS_PIN_GE [failed to run “cli wps pin get”
n
512 AT cMD_ERR_WIFI_CLI_WPS_PIN_AN [ailed to run “cli wps pin any”
Y
-513 AT CMD ERR WIFI CLI WPS PIN Nu [Wrong argument : PIN value (length = 8Bytes )
M
-514 AT CMD ERR WIFI CLI WPS CANCEL [Failed to run “cli wps_cancel”
-515 AT CMD ERR WIFI CLI COUNTRY Failed to run “cli country”
-516 IAT_CMD_ERR_WIFI_CLI_PSCAN_CH_T [Failed to run “cli passive scan
L chan time limit”
-517 AT CMD ERR WIFI CLI PSCAN sTop [Failed to run “cli passive_scan_stop”
Category | Value [Error Code Description
518 AT CcMD_ERR_WIFI_CLI_PSCAN_CMAX [failed to run “cli
GET passive scan condition max”
=519 AT CMD_ERR_WIFI_CLI_PSCAN_CMAX [Failed to run “cli
SET passive scan condition max -*”
~520  |AT_CMD_ERR_WIFI_CLI_PSCAN_CMIN [Failed to run “cli
| GET passive scan condition min”
=521 AT CMD_ERR_WIFI_CLI_PSCAN_cMIN [ailed to run “cli
SET passive scan _condition min +-”
=522 |AT_CMD_ERR_WIFI_CLI_SOFTAP_STA [Failed to run “cli ap start”
RT
523 |AT_CMD_ERR_WIFI_CLI_SOFTAP_sTo [Failed to run “cli ap stop”
P
-524 AT CMD ERR WIFI CLI SOFTAP RES [Failed to run “cli ap restart”
TART
Network -600 AT CMD ERR NW NET IF NOT INITI [Network interface does not initialize
Basic ALIZE
-601 AT CMD ERR NW NET IF IS DOWN [Network interface is DOWN
-602 IAT_CMD_ERR_NW_IP_IFACE_TYPE |Wrong argument type : interface
-603 IAT_CMD_ERR_NW_IP_IFACE_RANGE IWrong argument value range : interface
-604 IAT_CMD_ERR_NW_IP_ADDR_CLASS Invalid IP address class
~605  |AT_CMD_ERR_NW_IP_INVALID_ADDR [Invalid IP address type
-606 IAT_CMD_ERR_NW_IP_NETMASK Invalid Netmask address type




-607 IAT_CMD_ERR_NW_IP_GATEWAY Invalid Gateway address type
-608 IAT_CMD_ERR_NW_DNS_A_QUERY_FAIL [Failed to get IP address by DNS Query
-609 IAT_CMD_ERR_NW_PING_IFACE_ARG_T (Wrong argument type : Interface
'YPE
—-610 IAT_CMD_ERR_NW_PING_IFACE_ARG_R [Wrong argument value range : Interface
IANGE
—611 IAT_CMD_ERR_NW_PING_DST_ADDR Invalid destination IP address
-612 AT_CMD_ERR_NW_PING_TX_COUNT Wrong argument : Ping Tx count
DHCP -613 IAT CMD ERR NW DHCPC START FAIL [Failed to start DHCP client
Client -614 AT CMD ERR NW DHCPC HOSTNAME L |Too long DHCP hostname (Max length : 32 Bytes )
EN
-615 IAT CMD ERR NW DHCPC HOSTNAME T [Wrong format for DHCP hostname
IYPE
DHCP -616 IAT CMD ERR NW DHCPS START ADDR [No saved IP pool start-address inNVRAM
Server N;T - - -
| EXIST
-617 AT CMD ERR NW DHCPS END ADDR NolNo saved IP pool end-address inNVRAM
T_EXIST
-618 AT CMD ERR NW DHCPS WRONG STAR |Invalid start IP address class
T_IP
| CLASS
-619 AT CMD ERR NW DHCPS WRONG END 1/Invalid end IP address class
P_CLASS
-620 IAT CMD ERR NW DHCPS IPADDR RANGMismatch IP address class range
E_MISMATCH
621 AT_CMD_ERR_NW_DHCPS_IPADDR_RANG])Exceed IP address pool count ( Max : 10
E_OVERFLOW
-622 AT CMD ERR NW DHCPS NO CONNECTENo connected client information to DHCP server
D_CLIENT
Category | Value [Error Code Description
-623 AT _CMD_ERR_NW_DHCPS_RUN_FLAG_T Wrong argument type : dhcpd flag
IYPE
-624 IAT CMD ERR NW DHCPS RUN FLAG V [rong argument value range : dhcpd flag
AL
-625 AT CMD ERR NW DHCPS LEASE TIME [lrong argument type : dhcpd lease_time
| TYPE
-626 IAT CMD ERR NW DHCPS LEASE TIME [Wrong argument value range : dhcpd
RA;GE - - - _1ease7time
SNTP -629 IAT_CMD_ERR_NW_SNTP_NOT_SUPPORT [SNTP client does not supported




Client

ED

-630 IAT_CMD_ERR_NW_SNTP_FLAG_TYPE Wrong argument type : SNTP flag
-631 IAT_CMD_ERR_NW_SNTP_FLAG_VAL Mrong argument value range : SNTP flag
-632 AT_CMD_ERR_NW_SNTP_PERIOD_TYPE Wrong argument type : SNTP period
-633 AT CMD ERR NW SNTP PERIOD RANG |Vrong argument value range : SNTP period
E
MQTT -634 AT_CMD_ERR_NW_MQTT_NOT_CONNECT No connected MQTT session
Client ED
-635 AT _CMD_ERR_NW_MQTT_NEED_TO_STO Need to stop the already connected MQTT
p session
=636 AT _CMD_ERR_NW_MQTT_UNKNOWN_OP_
ID
~637 AT CMD_ERR_NW_MQTT_CLIENT_TASK_
START
MQTT ~638  |AT_CMD_ERR_NW_MQTT_BROKER_NAME
Broker NOT
| FOUND
~639  JAT_CMD_ERR_NW_MQTT_BROKER_PORT
| NUM
| TYPE
~640 AT CMD_ERR_NW_MQTT_BROKER_PORT
| NUM
| RANGE
~641  |AT_CMD_ERR_NW_MQTT BROKER_NAME
| LEN
Category | Value [Error Code Description
MQTT 642 Ja1_cMp_ERR_NW_MQTT_TLs_Type  [Irong argument type : tls
TLS -643 AT _CMD_ERR_NW_MQTT_TLS_RANGE Wrong argument value range : tls
-644 AT_CMD_ERR_NW_MQTT_TLS_ALPN_NOTNb saved ALPN information in NVRAM
| EXIST
“645 AT _CMD_ERR_NW_MQTT_TLS_ALPN_coufirong argument type : count
NT TYPE
-646 AT_CMD_ERR_NW_MQTT_TLS_ALPN_COUWYOHg argument value range : count (1 ~3 )
NT_RANGE
-647 AT_CMD_ERR_NW_MQTT_TLS_ALPN_NAMTOO long ALPN name length (Max : 24 Bytes)
E_LEN
-648 IAT_CMD_ERR_NW_MQTT_TLS_SNI_NOT_No saved SNI information in NVRAM
EXIST
-649 Too long SNI string length (Max : 64Bytes)

AT_CMD_ERR_NW_MQTT_TLS_SNI_LEN




-650

AT_CMD_ERR_NW_MQTT_TLS_CSUITE_N
UM_NOT_EXIST

No saved CipherSuite count value inNVRAM

Category | Value [Error Code Description
-651 AT_CMD_ERR_NW_MQTT_TLS_CSUITE_NNO saved CipherSuite information inNVRAM
OT_EXIST
-652 AT_CMD_ERR_NW_MQTT_TLS_CSUITE_NFai1ed to write Cipher Suit count info to
UM_NVRAM_WR INVRAM
-653 AT_CMD_ERR_NW_MQTT_TLS_CSUITE_NFailed to write Cipher Suit info to
VRAM_WR INVRAM
MQTT -654 AT_CMD_ERR_NW_MQTT_SUBS_TOPIC_NSUB topic does not exist in NVRAM
Sub-Topic OT_EXIST
—655 AT_CMD_ERR_NW_MQTT_SUBS_TOPIC_N[Wrong argument type : count
UM_TYPE
-656 AT_CMD_ERR_NW_MQTT_SUBS_TOPIC_lerong argument value range : count (1" 4)
UM_RANGE
-657 AT _CMD_ERR_NW_MQTT_SUBS_TOPIC_ Too long topic string length (Max: 64
LEN Bytes)
-658 AT_CMD_ERR_NW_MQTT_SUBS_TOPIC_ Duplicate Sub—topic string
DUP
-659 AT_CMD_ERR_NW_MQTT_SUBS_TOPIC_NFai1ed to write topic count to NVRAM
UM_NVRAM_WR
-660 IAT_CMD_ERR_NW_MQTT_SUBS_TOPIC_NAdding a topic exceeds the max topic count
UM_OVERFLOW 4)
-661 AT_CMD_ERR_NN_MQTT_SUBS_TOPIC_AA1ready exist Subscribe topic
LREADY_EXIST
MQTT -662 AT_CMD_ERR_NW_MQTT_PUB_TOPIC_NONO saved PUB topic in NVRAM
Pub—-Topic T EXIST
—-663 IAT_CMD_ERR_NW_MQTT_PUB_TOPIC_L [Too long topic string length (Max: 64
EN Bytes)
MQTT -664 AT_CMD_ERR_NW_MQTT_WILL_TOPIC_N'WILL topic does not exist in NVRAM
Will OT_EXIST
Message -665 AT_CMD_ERR_NW_MQTT_NILL_MESSAGE'WILL message not existing in NVRAM
| NOT_EXIST
-666 AT CMD_ERR_NW_MQTT WILL TOPIC_ Too long WILL topic length (Max : 64Bytes)
LEN
-667 AT CMD_ERR_NW_MQTT_WILL_MESSAG Too long WILL message length (Max : 64bytes)
E_LEN
668 AT CMD_ERR_NW_MQTT_WILL_QOS_TY [ITong argument type : qos
PE
-669  |AT_CMD_ERR_NW_MQTT_WILL_QOS_RA

[Wrong argument value range : qos




NGE

MQTT -670 IAT_CMD_ERR_NW_MQTT_PROTOCOL Network protocol error occurred with
Common Broker
-671 AT _CMD_ERR_NW_MQTT_PING_PERIOD Ping period value is invalid (not number type)
| TYPE
-672 AT_CMD_ERR_NW_MQTT_PING_PERIOD_Wrong argument value range : (0 ~ 86400)
RANGE
-673 AT_CMD_ERR_NW_MQTT_USERNAME_NOTUser name does not exist in NVRAM
| EXIST
-674 AT _CMD_ERR_NW_MQTT_USERNAME_LE Too long username length ( Max : 64Bytes )
N
-675 AT CMD_ERR_NW_MQTT_PASSWORD_LE Too long password length (Max : 160Bytes )
N
Category | Value [Error Code Description
-676 AT _CMD_ERR_NW_MQTT_PUB_MESSAGE Too long message length (Max : 2048 Bytes )
| LEN
-677 AT_CMD_ERR_NW_MQTT_PUB_TX_IN_PRPreViOUS message Tx is still in progress
OGRESS
HTTP (s) -680 AT CMD ERR NW HTS TASK CREATE [Failed to create HITP server task
Server FA;L I - -
-681 AT CMD ERR NW HTSS TASK CREATE [Failed to create HTTPs server task
| FAIL
HTTP -682 IAT_CMD_ERR_NW_HTC_TASK_CREATE_ [Failed to create HTTP client task
Client FAIL
-683 IAT_CMD_ERR_NW_HTC_ALPN_CNT_TYP (Wrong argument type : alpn_number
E
-684 IAT_CMD_ERR_NW_HTC_ALPN_CNT_RAN [Wrong argument value range :
GE alpn number
-685 AT CMD ERR NW HTC ALPN1 STR LE |Too long ALPN #1 string length (Max 24Bytes )
N
-686 AT CMD ERR NW HTC ALPN2 STR LE |Too long ALPN #2 string length (Max 24Bytes )
N
-687 AT CMD ERR NW HTC ALPN3 STR LE |Too long ALPN #3 string length (Max 24Bytes )
N
-688 AT CMD ERR NW HTC SNI LEN Too long SNI string length ( Max 64Bytes )
Web- 689 AT CMD_ERR_NW_WSC_URL_STR_LEN )Too short URL string length ( Min 1 Byte
socket =690 AT cMD_ERR_NW_WSC_INVALID URL [Invalid URL string
Client -691 Already WebSocket session is exist

AT_CMD_ERR_NW_WSC_TASK_ALREADY |
EXIST




-692

AT_CMD_ERR_NW_WSC_CB_FUNC_DOES

Not registered user Websocket cb-—

NOT function
| EXIST
-693 AT CMD ERR NW WSC INVALID STAT [No connected session to disconnect
E
-694 IAT CMD ERR NW WSC TASK CREATE [Failed to create WebSocket client task
FAIL
-695 AT CMD ERR NW WSC CLOSE FAIL |[Failed to send “Session-Close” frame
-696 AT CMD ERR NW WSC SESS NOT conn[No connected session to send message
ECTED
-697 AT CMD ERR NW WSC UNKNOW cMp  [Unknown WebSocket internal error
OTA “700 |AT_CMD_ERR_NW_OTA_WRONG_FW_Typ [ITong argument: fw_type
E
=701 AT _CMD_ERR_NW_OTA_DOWN_OK_AND_ Already downloading done
WAIT
| RENEW
=702 IAT_CMD_ERR_NW_OTA_FLASH_READ_SIWrong argument type : read addr
ZE_TYPE
“703 AT CMD_ERR_NW_OTA_FLASH_COPY_s1|lTong argument type : size
ZE_TYPE
“704 AT CMD_ERR_NW_OTA_FLASH_ERASE_ [ITong argument type : size
SIZE
| TYPE
=705 AT CMD ERR NW OTA BY McU INIT [failedtoinitializeMCUconfiguration forOTA
-706 IAT_CMD_ERR_NW_OTA_SET_TLS_AUTH_[Failed to save TLS certificate in NVRAM
MODE_NVRAM
Category | Value [Error Code Description
Zero 710 JAT_CMD_ERR_NW_MDNS_WRONG_FLAG [lrong argument: flag of MDNS
Config 711 AT_CMD_ERR_NW_MDNS_WRONG_MODE Wrong argument: mode of MDNS
~T12 AT _CMD_ERR_NW_MDNS_NOT_RUNNING MDNS is not running
“713 |AT_CMD_ERR_NW_MDNS_ALREADY_RUN [Already MDNS is running
-714 AT CMD ERR NW MDNS IN PROCESS [Progressing Probing and Announcing on MDNS
715 AT CMD ERR NW MDNS UNKNOW FAUL [Unknown MDNS internal error
T
~716 AT CMD_ERR_NW_MDNS_START_RUN_Mo|lnvalid interface
DE_VAL
=717 AT CMD ERR NW MDNS SOCKET FAIL [failed to initialize socket
=718 DNS-SD is not running

AT_CMD_ERR_NW_DNS_SD_NOT_RUNNI




NG

-719 IAT_CMD_ERR_NW_DNS_SD_ALREADY_R |Already DNS-SD is running
UN
=720 IAT_CMD_ERR_NW_DNS_SD_IN_PROCES [Progressing Probing and Announcing of DNS-SD
S
-721 IAT CMD ERR NW DNS SD SVC cCREATE[failed to register service of DNS-SD
| FAIL
-722 AT CMD ERR NW DNS SD SVC PARAM |[[nvalid parameters to register service
S
-723 IAT CMD ERR NW DNS SD SvC INST [failed to write service name to NVRAM
NAME
| NVRAM_WR
-724 IAT CMD ERR NW DNS SD SVN PRoToclFailed to write service protocol to
OL_NVRAM_WR NVRAM
725 IAT CMD ERR NW DNS SD SVC PORT NlFailed to write service port to NVRAM
0_NVRAM_WR
-726 IAT CMD ERR NW DNS SD svC TExT n[failed to write service TXT to NVRAM
VRAM_WR
Transport | —730 IAT CMD ERR TCP SERVER LOCAL por/Vrong argument: local port of TCP server
Function T ;YPE_ - - -
(TCP/UDP 731 IAT CMD ERR TCP SERVER MAX PEER [rong argument : max allowed peer
) | TYPE
732 AT CMD ERR TCP SERVER TASK CRE [Failed to start TCP server
IATE
-733 IAT CMD ERR TCP CLIENT SVR PORT |Wrong argument : TCP server port of TCP
T;PE - o client
-734 IAT CMD ERR TCP CLIENT LOCAL por/WVrong argument : local port of TCPclient
T _TYPE
-736 IAT CMD ERR TCP CLIENT TASK cRE [failed to start TCP client
IATE
=737 IAT CMD ERR UDP SESS LOCAL PORT [Vrong argument: local port of UDPsession
| TYPE
-738 AT CMD ERR UDP SESS LOCAL PORT [Invalid range of local port of UDP
RA;GE - - - _session
-739 IAT CMD ERR UDP SESS TASK CREAT [Failed to start UDP session
E
=740 IAT CMD ERR UDP CID2 SESS NOT E UDP session, CID 2, is not exist
XIST
-741 IAT_CMD_ERR_UDP_CID2_ALREADY_EX [Already UDP session, CID 2, is exist

IST




=742 AT CMD ERR UDP CID2 SESS INFO Invalid UDP session, CID 2, information
Category | Value [Error Code Description

-743 AT CMD ERR UDP CID2 REMODE PoORT[Invalid remote port of UDP session, CID2
| TYPE

~T44 AT CMD_ERR_NO_CONNECTED_SESSION/NO session information
| EXIST

=745 AT_CMD_ERR_NO_FOUND_REQ_CID_SE No assigned CID to terminate session
SSION

“746 AT _CMD_ERR_CONTEXT_CID_TYPE  [lrong argument type : cid

=747 AT_CMD_ERR_CONTEXT_DELETE Failed to terminate session

=748 AT CMD ERR CONTEXT TYPE IS NoT [Vrong CID value : Not TCP Server session
| TCP
| SVR

=749 AT CMD ERR CONTEXT INVALID SEss|Invalid session type to save session
T;PE - - - information

=750 IAT CMD ERR TRTRM CID TYPE Wrong argument: CID to terminate session

=751 AT_CMD_ERR_TRTRM_REMOTE_PORT_NU'WYOHg argument type : remote port
M _TYPE

-752 AT CMD ERR TRTRM TCP SVR REMoTEe[failed to disconnect TCP client from TCP
| SESS_DISCON server

-753 IAT_CMD_ERR_TCP_SERVER_TERMINAT [Failed to terminate TCP server
E

-754 IAT_CMD_ERR_TCP_CLIENT_TERMINAT [Failed to terminate TCP client
E

755 IAT_CMD_ERR_UDP_SESSION_TERMINA [Failed to terminate UDP session
TE

-756 IAT_CMD_ERR_MULTI_SESSION_CID TENo assigned CID to terminate session
RMINATE

=757 AT CMD ERR NO SESSOIN TO SAVE [No session information to save
NVRAM

SSL/TLS =760 IAT CMD ERR SSL ROLE NOT SUPPOR [Not supported role of TLS session

T

-761 AT CMD ERR SSL CONF CID TYPE |[Wrong argument: CID of TLS session

=762 AT CMD ERR SSL CONTEXT NOT Fou [No assigned CID of TLS session
ND

-763 IAT CMD ERR SSL CONTEXT ALREADY [Already TLS session is running to
EX;ST - - _configure

-764 Not supported configuration

AT_CMD_ERR_SSL_CONF_ID_NOT_SUPP
ORTED




-765 IAT_CMD_ERR_SSL_SAVE_CLR_ALL_NV [Failed to erase TLS session fromNVRAM
-766 AT CMD ERR SSL SAVE FAIL NV Failed to save TLS session to NVRAM
=767 AT _CMD_ERR_SSL_CONF_ID TYPE Wrong argument: configuration ID
-768 IAT CMD ERR SSL CONF ID RANGE Invalid range of configuration ID
=769 AT _CMD_ERR_SSL_CONF_CID CA_CER No exist CA certification of assigned CID
T
=770 AT CMD ERR SSL CONF CID CERT [No exist certification of assigned CID
=771 AT CMD ERR SSL CONF CID SNI Failed to configure SNI of assigned CID
=772 IAT CMD ERR SSL CONF CID SVR VAL[rong argument: auth mode of assignedCID
ID_TYPE
=773 IAT CMD ERR SSL CONF CID SVR VAL[Invalid range of auth mode of assigned CID
ID_RANGE
Category | Value [Error Code Description
=774 AT CMD ERR SSL CONF CID RX BUF [Wrong argument: Rx buffer length of CID
| LEN
=775 AT CMD ERR SSL CONF CID TX BUF [Vrong argument: Tx buffer length of CID
| LEN
=776 AT _CMD_ERR_SSL_CONF_CID TYPE Wrong argument: CID to configure TLS session
=777 IAT CMD ERR SSL CONN ALREADY CONAlready TLS session is connected
NECTED
Category | Value [Error Code Description
-778 IAT_CMD_ERR_SSL_CONN_PORT_NUM_T (Wrong argument: peer_port of TLS client
IYPE
=779 AT CMD ERR SSL CONN UNKNOWN Hosl[Unknown hostname to connect TLS server
TNAME
=780 IAT CMD ERR SSL CONN CFG SETup [Failed to setup TLS client
FAIL
-781 IAT CMD ERR SSL CONN TLS CLIENT [Failed to connect TLS client
| RUN
| FAIL
SSL -782 AT_CMD_ERR_SSL_CERT_TYPE Wrong argument: type
Certificat -783 AT _CMD_ERR_SSL_CERT_RANGE Invalid range of certificate type
¢ -784 AT _CMD_ERR_SSL_CERT_STO_SEQ_TY Wrong argument: sequence type
PE
-785 AT _CMD_ERR_SSL_CERT_STO_SEQ_RA Invalid range of sequence type
NGE
—786 Wrong argument: format type

AT_CMD_ERR_SSL_CERT_STO_FORMAT
| TYPE




=787 IAT_CMD_ERR_SSL_CERT_STO_FORMAT_[Invalid range of format type
RANGE

-788 AT CMD ERR SSL CERT STO ALREADY[Aready certificate is existed
| EXIST

-789 IAT CMD ERR SSL CERT STO NO SPA [Not enough space to save certificate
CE

-790 AT CMD ERR SSL CERT DEL LIST NoMNot found certificate to delete
T_FOUND

-999 AT CMD ERR UNKNOWN Undefined Error
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